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doHI OIEHOYHBIX cpenacTs auciumumesl  OIL05 OCHOBBI HWH®OPMAIIMOHHON
BE3OIMTACHOCTM pa3paboran Ha ocHOBe TpeOoBaHuil denepalbHOTO TOCYIapPCTBEHHOTO
oOpa3zoBatenbHoro crangapra (mairee - ®I'OC) cpeanero mpodeccrnoHaIbHOTO 00pa3oBaHUs
(CIIO) mo cnermansuoctr 09.02.11 Pa3paboTtka u ympaBieHrne MPOrpaMMHBIM 00ECTIEUEHUEM OT
24.02.2025 N 138, myia peanuzanuy OCHOBHON Mpo(hecCHoHaNBHOM 00pa30BaTeIbHON MPOrPaMMBI
CIIO na 6a3e 0CHOBHOTO 00IIIero 00pa30BaHMs C MOJTYUYEHUEM CPETHETO O0IeT0 00pa30BaHMUs.

@DOHJT OLICHOYHBIX CPEACTB IMOATOTOBJICH HAa OCHOBE M C HCIIOIH30BAaHUEM Yy4eOHO--
METOJMYECKMX MaTepuasoB U ydeOHUKoB oOpazoBarenbHoil cpenbl CIIO  «DI'OC
00pa3oBaHUE.

Opranuzanust pazpabotuuk: ¢unuan ¢deaepaaIbHOTO TOCYJAPCTBEHHOTO OHOIKETHOTO
00pa30BaTEIBLHOIO YUPEXKACHUS BbICIIEr0 0Opa3oBaHus B . 1130epOarie

Pazpabotunku: Karuposa A.X. - 3aB. [ILIK otnenenus CIIO punuana AI'Y B r. U36epbam, k.11.H.,
Maromenosa 3.A. - 3aB. otaenenrem CIIO ¢unuana JIT'Y B . U36epbarn
@DOH/T OLIEHOYHBIX CPEACTB TUCIUTIIIMHBI PACCMOTPEH U PEKOMEH/I0BAH K YTBEPKACHHUIO: Ha

3acenanuu 11K ota. CITO U® AI'Y ot «12» 12.2025 1. MPOTOKOTT No5

Jlupextop

@DOHJT OLIEHOYHBIX CPEJCTB AUCIUIUIMHBI TOJATOTOBKH CIICIUATMCTOB CPETHEr0 3BEHA
cpeaHero mnpodeccuoHabHOTO oOpazoBanHusa Mo creunanbHocT 09.02.11 «Pa3pabotka wu
yTpaBlieHHE MPOTPaAaMMHBIM 00ECTIEYCHUEM) COTJIACOBaHa ¢ paboTOATEISIMU:

VYnpasnenue OeaepaibHOM amnmmmommoﬁ cny;k61;1 no Pecny6nuke Jlarectan
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®onp oneHouHBIX cpeaAcTB (POC) ABiseTCS MPIIOKEHUEM K pabodel mporpaMme AUCITUTUTHHBI (MOIYJIs)
U TIPEJCTaBIsIeT cOO0M COBOKYMHOCTH KOHTPOJBHO-U3MEPUTEIBHBIX MaTepUajoB (IOKIAnel, pedepaTsl, 3aaauu
(3a1aHKA), KOHTPOJIbHBIE Pa0OTHI, TECTHI U JIP.) U METOJOB UX MCIOJB30BaHUs, IPEIHA3HAYCHHBIX IJIS1 U3MEPEHUS
YPOBHS JOCTHUKCHHSI CTYICHTOM YCTAaHOBIICHHBIX PE3yIbTaTOB O0yUCHUSI.

B pesynbrare ocBoenus yueOHO# gucruruimHbl OI1.05 OcHOBBI HMHPOPMAMOHHON O€30MacCHOCTH
oOydaromuiicss momxker obnanate npexycmorpeHasiMd OI'OC mo cnenmansaoctr CITO 09.02.11 Pazpabotka u
yIpaBiieHUE MPOrpaMMHBIM o0ecrieueHreM 0a30BOM MOATOTOBKU CIIEIYIOIIMMHA YMEHUSIMU, 3HAHUSIMHU:

yMeThb:

pacro3HaBaTh 3a/iady W/WiH mpolsieMy B NpodecCHOHAIbHOM W/WIM COIMATbHOM KOHTEKCTE; aHAIU3HPOBATh
3a/1aqy W/WUau TpoOJieMy W BBIICNATH €€ COCTaBHBIC YAaCTH; OMPEICNSTh dTalbl PENICHUS 3a/a4H; BBIBISITH H
3¢ dexTUBHO HCKaTh HHGOPMAIIMIO, HEOOXOAUMYIO JIJIsl PEIICHHS 3a]1a49H U/ WA TPOOJIEMBI;

COCTaBIISITh TUIAH JACHCTBHSI; OMPEIEISATh HEOOXOUMBIE PECYPCHI;

BJIQ/IETh aKTyaJIbHBIMH METO/IaMU paboThl B IPOo(heCCHOHATIBHON U CMEXHBIX chepax

peaM30BBIBATh COCTABIICHHBIN IJIaH; OIICHUBATH PE3YJIBTAT U MOCIEIACTBUS CBOMX JIEHCTBHUH (CaMOCTOSTEIHHO
WM C TIOMOIIIbIO HACTABHUKA)

OTIPECIISATH 3a/1a4H JIJIS TOMCKA HH(OPMAIIUN; ONIPEISIIATh HEOOXOAMMbIE UCTOYHUKY WH(DOPMALINHY; ITITAHUPOBATH
MPOLIECC TOUCKA; CTPYKTypUPOBATh MOJNydaeMyr0 HH(OpPMAIMIO; BBIICISITh HauOojee 3HAUMMOE B MEpEeyHE
uH(pOpMAIIMK; OIICHUBATH IMPAKTUYECCKYI0 3HAYMMOCTH PE3YJIbTaTOB TOWCKA; O(GOPMIIATH Pe3yJIbTaThl IMOMCKA,
NPUMEHSTh CpeAcTBa MHGOPMAIMOHHBIX TEXHOJOTHH JUIsl peuieHus mpodecCHOHANbHBIX 3a/lady; MCIOJIb30BaTh
COBPEMEHHOE TPOTrpaMMHOE oOecreueHne; HCIOIb30BaTh pPa3M4Hble HHU(POBBIE CpeACTBa IS PEIICHUS
npodeccuoHaNbHBIX 3a7a4

MOHMMATh TEKCTHI Ha 0a30BbIC IPOPECCHOHATBLHBIC TEMBI

mQpoBaTh JaHHbBIE U 00ecTeYnBaTh UX KOH(PUACHIINATHLHOCTh

aHanmu3 TpeOboBaHMi Oe30MaCHOCTH WH(POPMAIIMOHHBIX CHCTEM

pa3pabaThIBaTh U Pean30BbIBATh MEPHI 0€30IaCHOCTH

peaTM30BBIBAThH XAIIUPOBAHUE MTAPOJICH, CECCHOHHBIC TOKCHBI M IBYX(haKTOPHYIO ayTEHTHU(PUKAIIAIO

3HATh:

aKTyaJbHbIN NMPodecCHOHANBHBIA U COLMATbHBINA KOHTEKCT, B KOTOPOM IPUXOAUTCS pabOTaTh U )KUTh; OCHOBHbIE

UCTOYHUKU MH(OPMALUK U PecypChl JUIsl pEelIeHUs 3a1ad U NpodjeM B NMPOPECCHOHAIBHOM W/WIHM COLUATBHOM
KOHTEKCTE;

QITOPUTMBI  BBITIOJHEHUST PabOT B TpodeccHoHaTbHOM H  CMEXKHBIX O00JacTsIX; METOJAbl padoThl B
npodeCCHOHATIBHON U CMEXHBIX cdepax; CTpYKTypy IUIaHa JJIs peleHMs 3a/ad; MOPsI0K OLIEHKU pe3ysbTaToB
pelieHus 3a1a4 NpoeccuoHaNbHOMN 1eATeIbHOCTH

HOMEHKJIaTypa MH()OPMAIMOHHBIX MCTOYHHKOB, IPUMEHIEMbIX B MPO(PECCHOHATBHON NEATETbHOCTH; MPHEMBI
CTpyKTypupoBaHusi uHpopmainuu; Qopmatr odopmiIeHHUS pe3yJbTaTOB MOWCKa HMH(POpPMAIUMHU, COBPEMEHHBIE
CpeAcTBa M YyCTpoiicTBa HMH(OpPMaTH3alMM; MOPSAOK HUX MPUMEHEHHs U TNporpaMMHoe oOecreueHue B
npohecCuOoHANBbHOM NeSTEIbHOCTH B TOM YHCJIE C UCIOIB30BaHUEM IIU(PPOBBIX CPEJCTB.

JEKCUYECKUI MUHUMYM, OTHOCSIIHUIICS K ONUCAHMIO MPEIMETOB, CPEJCTB U IPOILECCOB MPOQecCHOHATbHON
JeSITeTbHOCTH

HNPUHIUIBI 0€30IaCHOCTH XPAHEHUS TaHHBIX

METO/IBI 3aIUTHl 0a3 JAHHBIX OT BHEITHUX YTPO3

HOPUHIUIBI KpUNTOrpaduu U METOAOB MN(POBAHUS TaHHBIX

CTaHJIApTHI ¥ MPOTOKOJIBI Oe30macHoCcTH, Takux kak SSL/TLS, SSH, Kerberos u ap.

METO/bI ayTeHTU(HUKAIIMA ¥ aBTOPU3ALMH MOJIb30BaTeNe, BKIIIOYasl HCIOIb30BaHKUE Mapojel, cepTu(UKaTOB U
OMOMETPUUECKHUX JTAHHBIX

3aKOHOJIATENILCTBO M cTaHIapThl Oe3onacHocTH, Takue kak GDPR, HIPAA, PCI DSS u ap. otpacneBas
HOpPMAaTHBHAsI TEXHHYECKAst JOKYMEHTAITUS

UCTOYHUKU UHPOPMALIUHU, HEOOXO0AUMOM /U1 TPOPECCHOHATBHON EATETbHOCTH COBPEMEHHBIH
OTEUYECTBEHHBIN U 3apyOEKHBII ONBIT B TPO(HECCUOHATEHOM NESTEIbHOCTH MPUHIIUITBI K METO/IbI
oOecrieyeHus 6€30MaCHOCTH HH(POPMAIIMOHHBIX CHCTEM
MPUHITUIIOB 0€30TTaCHOCTH HMH(POPMAITMOHHBIX CUCTEM

COBPEMEHHBIX METOJIOB U TEXHOJIOTHI B 001acTi 0€30macHOCTH HH(POPMAITMOHHBIX CUCTEM
3aKOHOJATEIbHBIX U HOPMAaTUBHBIX aKTOB B 00J1acTH 0€30MacCHOCTH HH()OPMALIMOHHBIX CUCTEM UCTOYHUKHU
yrpo3 nHPOPMALMOHHOI 6€301MacCHOCTH U MEPHI 10 UX MPETOTBPAILEHHIO OCHOBHBIE YTPO3bl 0€30MaCHOCTH



MOOUJIbHBIX MPUITOKEHHUH

MPHUHIIAIIEI KpUNTOTpaduu v udpoBaHUS JaHHBIX.

CTaHIApTHI U MPOTOKOJIBI Oe30nacHocTh, Takue Kak HTTPS, OAuth u OpenlD Connect 3akoHo1aTeIbHbIC
U peryJsiTOpHBIC TpeOOBaHMS K 3anuTe JaHHbIX, BKitodas GDPR u HIPAA ocHOBHBIC IPUHITUIIBI
0e30MmacHOCTH UH(POPMALIMK U METOJIOB €€ 3aIUTHI.

CTaHJapTHBIC KPUNTOTpaQUUECKUE AITOPUTMBI IS ITU(PPOBAHUS JAHHBIX

MPUHLIMIIBI 0O0ecreueHus: 6€30MacCHOCTH Mepelayy JaHHBIX 10 CETH
OCHOBBI 0€30MTaCHOCTH MPUJIOKEHUIN 1 HHPPACTPYKTYPHI
METO/Ibl aHAJIM3a Ha YS3BUMOCTH U MOHUTOPUHTA O€3011acCHOCTH

3HAaHME OCHOBHBIX MPHUHIMIIOB M METOJOB obecredeHuss Oe3omacHoctrn WT-uHGpacTpyKTypsl u BeO-
MPUITOKEHU I

MOHMMAaHNE PA3JIUYHBIX YSA3BUMOCTEH M yrpo3 OE30MaCHOCTH, a TAKXKE CIOCOOOB MX MPEIOTBPALICHUS U
oOHapyKXeHUs

3HAaHME WHCTPYMEHTOB M TEXHOJIOTUU I obecriedeHust Oe3omacHoctn WT-uHpacTpykTypsl u BeO-
MPUIIOKEHUH, TAKMX KaK OpaHIMay3pbl, CUCTEMbl OOHAPYKEHHS BTOPKEHUN U aHTUBHPYCHbBIE IPOTPaAMMBbI

Bianers HaBBIKAMU:

MPUMEHEHHE COBPEMEHHBIX METOJIOB U TEXHOJIOTHI B 0051acTH 6e30macHOCTH HHPOPMAITMOHHBIX CUCTEM

UCIIOJIb30BaHNE MU(PPOBAHUS JAHHBIX JIJIS 3aIUTHI KOH(DHICHITHAIBHON HHPOPMAITUH, TAKOW KaK IapoJy,
MePCOHANIbHBIE IAHHBIE MOJIb30BATENEeH U APyTrHe YyBCTBUTEIbHBIC IaHHBIE.

NPUMECHEHUE MEXaHU3MOB XCIIUPOBAHUS JUISI 3AIUTHI MTAPOJICH MOJIb30BaTENCH OT HECAHKITMOHUPOBAHHOTO
JOCTyTA.

obecrieueHre O€30MACHOCTH TEpeJavyd JAHHBIX MEXIYy KIMCHTCKHMH YCTPOWCTBAMH WM CEPBEpAMHU C
UCIIOIB30BaHUEM IIPOTOKOJIOB ImdpoBanus, Takux kak SSL/TLS coOmromeHne 3aKoHOIATENLCTBA U
peryJsiuuii B 001aCTH 3aIIUThI JaHHBIX

1. IMACIIOPT
(oH1a OLIEHOYHBIX CPEACTB MO JUCIUIJINHE
OII1.05 OcHoBbI MHGOPMAITHOHHOH 0€30MACHOCTH
1.1. OcHOBHBIE CBeJeHHS 0 TUCIHHILINHE:
OO61mast TpyJ0eMKOCTh AUCHIUTUINHBI I JHEBHOTO OT/IeNeHUs cocTaBisieT 108 akameMudecKux

qacCoB.

Bup yueOHoit padoTnbl Oobvem uacos
MakcumaibHas yyeOHasi Harpy3ka (Bcero) 108
O6s13aTesibHAs ayIUTOPHAs YueOHAasi HATPY3Ka (Bcero) 64
B TOM YHCIIE:
JIEKIIUU 32
[IPAKTUYECKHUE 3aHSITHS 32




39

CamocrosiTesibHasi padoTa o0yuarierocs (Bcero)

B Tom uncJe: 10
- MMOATOTOBKA K YCTHOMY (ITMCBMEHHOMY) OIIPOCY 10
- BBITIOJIHEHHE TecToBOro 3aaanus (T3); 19

- pellieHre pa3HOY-POBHEBBIX 331aHUH (3a1a4);

[TpomexyTouHas aTTectanus B popme Ik3ameHa - 3 cemecmp 9

1.2. TpeOoBanuss K pe3yjJbTaTamM oOO0y4YyeHHs] MO JUCHHMIIMHE, (POPMBI MX KOHTPOJIS M BH/IbI
OLICHOYHBIX CPE/ICTB

Paboueit mporpammoiri auciumuinabsl OI1.05 OcHOBBI MHGOPMAIIMOHHONW OE€30MacHOCTH IMPETyCMOTPEHO
(dopmMHpOBaHUE CIEAYIOMNUX KOMIETSHIUI:

OO0mmue KOMIETEeHIIMH

OK 01. Beibupars crocoObl pemieHus 3ajad npoecCUOHATBHON JesITeIbHOCTH MPUMEHUTEIBFHO K
Pa3IUYHBIM KOHTEKCTAM;

OK 02. VMcnonb30BaTh COBPEMEHHBIE CPEJICTBA IIOUCKA, aHAJIM3a U MHTEpIpPETalud UHPOpMAIUH, U
MH(pOPMAaLMOHHbIE TEXHOJIOTUH JUIs BBIMOJIHEHU 3a/1a4 IPOpECCHOHATILHOM 1A TeIbHOCTH;

OK 09. Ilonb3oBaTbes MpoeccnoHanIbHON JOKYMEHTAMe Ha TOCyJapCTBEHHOM U MHOCTPAHHOM
A3bIKAX

IIpodeccrnonanbHbIe KOMITETCHIIAN:

1K 1.1. IIpoexTrpoBath 6a3bl TaHHBIX.

[1IK 1.4. AnMuHUCTpUPOBATH Oa3bl TaHHBIX.

[IK 1.5. 3ammmare wuHQOpMamuio B 0a3e JaHHBIX C HCIIOJB30BAHUEM TEXHOJIOTHH 3allUThI
nHpopMaIuu.

[1K 3.1. PazpabaTbIiBaTh MOIYJIM IPOTPAMMHOTO 00ECTICUSHHS 11 MOOMIIBHBIX TIAT(QOPM.

I1K 3.2. [IpoexTupoBaTh 1 pa3padbaThIBaTh MOJIb30BATENbCKUI HHTEP(EIC 1 MOIB30BATENbCKHUNA OIBIT.

1K 3.3. IIpoexTtupoBaTh U pa3zpadarbiBaTh 0a3bl JAHHBIX IS MOOMIIBHBIX
m1aThopm.

1K 3.5. BBINOAHATH TECTUPOBAHUE U OTIIAJIKY IPOrPaMMHOI0 00eCIIeYeHHMS.

[1K 3.7. Ocy1iecTBIsATh 3alUIUTY JAHHBIX B MOOMIBHBIX PUTIOKEHUSX.

JINYHOCTHBIE pe3yabTaThI:

JIP 1. Oco3naromuii ceds rpaxaannioM Poccun u 3amutHrukoM OTedyecTBa, BhIpa)Karolnii CBOI0 POCCUNCKYIO
UJIEHTUYHOCTD B MOJIUKYJIETYPHOM M MHOTOKOH(ECCHOHATIBHOM POCCUHCKOM OOIIECTBE, U COBPEMEHHOM MHUPOBOM
coobmiectBe. Co3HarONIMI CBOE €IMHCTBO ¢ HapoaoM Poccun, ¢ Poccuiickum

roCyapCTBOM, AEMOHCTPHUPYIOIIMHA OTBETCTBEHHOCTD 3@ Pa3BUTHE CTpaHbl. [IposBisAOmNi TOTOBHOCTD K
3amuTe Poaunbl, ciocoOHBIN apryMeHTHUPOBAHHO OTCTaUBaTh CyBEPEHUTET U JJOCTOMHCTBO Hapoaa Poccun,
COXPAHSTh U 3alIUIIATh UCTOPUUECKYIO ITpaBay o Poccuiickom rocyaapcTse.

JIP 2. IIposiBisiroImuii aKTUBHYO IPaKIAHCKYIO ITO3HUIIMIO Ha OCHOBE YBaXKE€HHUSI 3aKOHA M IPABONOPSIKA,
npaB U CBOOOJI COrpaXk/laH, YBaXKECHUs K HCTOPHUECKOMY M KyJIbTypHOMY Hacieauto Poccun. Oco3HaHHO U
JeSITeNIbHO BBIPAXKAIOIIUNA HENpUSITHE JUCKPUMHMHALIMKA B OOIIECTBE MO COLMAJIbHBIM, HAIlMOHAJIbHBIM,
PEJIMTHO3HBIM NPU3HAKAaM; SKCTPEMHU3MA, TEPPOPU3MA, KOPPYNLIUH, AHTUTOCYAAPCTBEHHON AEATEIbHOCTH.
OO6nagaromuii  ONMBITOM TIPaXAAHCKOW COIMANbHO 3HAUYMMOM  JEATEeIbHOCTH (B  CTYAEHYECKOM
caMOyTIpaBJIEHUH, T00POBOJIBYECTBE, IKOJIOTUUECKUX, TPUPOAOOXPAHHBIX, BOGHHO-TIATPUOTUYECKUX U JIP.
00BEIMHEHUSX, aKIUAX, mporpamMmax). [IpuHUMarommii poias u30uUpaTenst U ydacTHUKA OOIIECTBEHHBIX
OTHOILIEHHH, CBSI3aHHBIX C B3aUMOCHCTBUEM C HAPOIHBIMU U30paHHUKAMHU.

JIP 4. IlposBnsronmid 1 JEMOHCTPUPYIOIIMI YBaKEHUE K TPYIy YEJIOBEKA, OCO3HAIOIIMN IIEHHOCTh
COOCTBEHHOr0 TpyJa W TpyAa JpYrux Jroaed. OKOHOMHUYECKM AaKTHBHBIM, OPUEHTHPOBAHHBIA Ha
OCO3HaHHBII BBIOOp chepbl MpodeccHOHATBHON AEITEIbHOCTH C YYETOM JIMYHBIX KU3HEHHBIX IUIaHOB,
noTpeOHOCTE CBOEH CeMbH, POCCHICKOro ooOmiectBa. BrIpakaromuii OCO3HaHHYIO TOTOBHOCTH K
MOJIYYEHUIO TPOQPECCHOHAIIBHOTO 00pa30BaHUs, K HEMPEPHIBHOMY OOpPa30BaHHUIO B TEYCHHE >KU3HHU
JIeMOHCTpUpYIOIIUMK  IMO3UTHBHOE  OTHOIICHHE K  PETYJIMPOBAHHUIO  TPYHAOBBIX  OTHOLICHUH.
OpueHTHpPOBaHHBI Ha caMo00pa3zoBaHHE M NMPO(ECCHOHAIBHYIO MEPENOArOTOBKY B YCIOBHUAX CMEHBI
TEXHOJIOTUYECKOT0 YKJIaJa U COMYTCTBYIOUIMX COLMAIbHBIX MepeMeH. CTpemsimuiicss K GOpMUPOBAHUIO B
CEeTEeBOI cpejie IMYHOCTHO U POPECCHOHATIBHOIO KOHCTPYKTUBHOTO «LIU(PPOBOTO CIEAA».



JIP 6. OpueHTUpOBaHHBIMN Ha TPOPECCHOHAIBHBIC TOCTIKCHHS, JACATEIHHO BBIPAYKAIOIIUNA
MIO3HABATENIbHBIE MHTEPECHl C YUYETOM CBOMX CIIOCOOHOCTEH, 00pa30BaTeNbHOrO U MPO(HECCHOHAIBLHOTO
MapuIpyTa, BBIOpaHHOH KBaTU(pUKALIUH.

JIP 7. Oco3Haromuil U AEATEIbHO BBIPAXKAIOIUN MPUOPUTETHYIO LEHHOCTh KaKJOW YeJI0BEYECKOU
YKU3HHU, YBAXKAIOUIUI TOCTOMHCTBO JTMYHOCTH Ka)KJIOTO YEJIOBEKa, COOCTBEHHYIO M UY>KYIO YHUKAIBbHOCTD,
cBOOOJly MHPOBO33PEHYECKOr0 BBIOOpa, camoornpeneneHus. llposBistoniuii OepexiInBoe M YyTKOE
OTHOILLIEHUE K PEJIMTMO3HOM MNPUHAJICKHOCTH KaXKJIOTO YEJIOBEKa, IPENyHpPEAUTENIbHbIA B OTHOLIEHUH
BBIPKEHUS MPAB U 3aKOHHBIX MHTEPECOB APYTHUX JIOJICH.

JIP 9. Co3naromuid IIEHHOCTh JKM3HH, 370pOoBbsI U Oe3zonmacHocTH. CoOmomammmidi U
IpomnaraHIupyIOIIUKA 310POBBI 00pa3 KU3HU (310pOBOE MUTAHUE, COOMIOACHNE TUTHEHBI, PEKUM 3aHATHIA
U OTObpIXxa, (u3Mueckas  aKTHUBHOCTH), JEMOHCTPUPYIOIIMM  CcTpemjieHHEe K  (U3NYECKOMY
COBEpUIEHCTBOBAHUIO. [IposBistonnii co3HaTEIbHOE U 0OOCHOBAHHOE HENPHUSATHE BPEIHBIX IPUBBIUEK U
OMACHBIX HAKJIOHHOCTEH (KypeHue, ymoTpeOJieHHE ajKOroJis, HapKOTHUKOB, TMCHUXOAKTHUBHBIX BEILECTB,
a3apTHBIX WUIP, JOOBIX (HOPM 3aBHCHUMOCTEH), AECTPYKTUBHOTO TOBEJCHUS B OOIIECTBE, B TOM YHCJE B
nudpoBoii cpene.

JIP 13. JleMOHCTpHpYIOLINKA TOTOBHOCTD M CIIOCOOHOCTh BECTH JUAJIOT C APYTHUMH JIIOJbMH, JOCTUTATh
B HEM B3aUMOIIOHUMAaHHS, HAXOAWUTh OOIME WEeIH U COTPYAHHYATh IS HX JOCTHKCHHS B
po(hecCUOHATILHON e TENbHOCTH.

JIP 14. IlposBASIOUINII CO3HATEIHLHOE OTHOILIECHHE K HENPEPHIBHOMY OOPAa30BAHHMIO KaK YCIOBUIO
yCIIeNIHOM npodecCHOHAIBHOM U 00IIECTBEHHOM A TETHHOCTH.

JIP 15. TlposBisromuii TpaXAaHCKOE OTHOIIGHHWE K MpOo(EeCCHOHATLHON IeATEIbHOCTH KaK K
BO3MOXHOCTH JIMYHOTO YYacCTHSl B PEUICHHH OOIIECTBEHHBIX, T'OCYIAapPCTBEHHBIX, OOIICHAIMOHAIBHBIX
po0JeM.

JIP 16. CoOTBeTCTBYIOIIMK OXHIAHUSIM pabOTOJaTeNeiH: KPEeaTUBHO MBICISAIINN, 3((HEKTUBHO
COTPYIHUYAIOIIUNA C APYTMMHU JIIOJbMHU, OCO3HAHHO BBIMOJHAIOIINNA MpodeccuoHanbHble TpeOOoBaHUS,
pacnpenensiomuid BpeMs U Jpyrue pecypchl AJisl BBIOJHEHUS MMOCTaBICHHOM 3a/ladd B YCTaHOBJIECHHBIN
CPOK, OTBETCTBEHHBIH, TUCHUIIIIMHUPOBAHHBIN, LIEJIEYCTPEMIIEHHBIH, CTPECCOYCTONYUBBII.

JIP 17. JleMOHCTpUpPYIOIIMIA KYyJbTypy pE€Yd, B TOM 4YHCJI€ B JIEJIOBOM MepenucKe/meperoBopax,
CHOCOOHBIN MPEe3eHTOBaTh ce0s U MPOAYKT NMPO(eCcCHOHANBHOMN NesITeTbHOCTH.



JIP 18. JleMOHCTpUPYIOITHI CIOCOOHOCTH MCTIOB30BaTh B ITUGPOBOM Cpejie pa3IMuHbIe ITU(POBBIC
CpcacTBa, MO3BOJIAIOIIUC BO B3aHMOHCﬁCTBHH C APYTUMH JTIOAbMU NOCTHUTATh MMOCTABJIICHHBIX uenei/'l;
IPeIYIPEkKTAIONINI COOCTBEHHOE U YyKO€ JIECTPYKTUBHOE MTOBEJICHHE B CETEBOM ITPOCTPAHCTBE.

1.3. TemaTH4ecKuii IVIaH U coJepKaHHe YUeOHOI JMCIUIIIHHbI

MK 3.7, JIP1, JIP 2,
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18

(3amanwuii)

Ne KonTpoaupyembie HNunpexc OueHo4YHbIE CpeICcTBA Cnoco6
/. [MOJyJIH, pa3aeibl (TeMbl)| KOHTPOJIHPYEMOI KOHTPOJIA
AU CIUTIINHBI KOMIeTeHIIUN (HJIH
eé yacTm) HauMeHOBaHHe Ne zananni
1 Tema 1. BBenenue B OK 01, OK 02, OK  |YcrHbIlN (TUCEMEHHBIN ) B YcTHO
HH(POPMANUOHHY IO 09, IIK 1.1, TIK 1.4, | ompoc/ TectupoBanue |cOOTBETCTBUU ¢| IIuceMeHHO
Ge3onacHoOCTh [K 1.5, 11K 3.1, TIK | /pemenue pa3Ho- TEMOM KomnbrotepHoe
3.2, 11K 3.3, IIK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE
[IK 3.7, JIP1, JIP 2, (3amanuit)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
Tema 2. Yrpo3ssl. OK 01, OK 02, OK  |YcTHbI (TMCEMEHHBIN) B VYerHo
09, IIK 1.1, [IK 1.4, | onpoc/ TectupoBanue |cooTBeTCTBUU ¢| [InchMeHHO
[1K 1.5, IIK 3.1, TIK /petieHne pa3Ho- TeMOH KommnsrorepHoe
3.2, [IK 3.3, IIK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE
[IK 3.7, JIP1, JIP 2, (3amanuit)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
3 Tema 3. [Ipo6s1eMbl OK 01, OK 02, OK  |YcTHBIH (TMCEMEHHBIN) B VYerHO
0e3onacHocTu 09, IIK 1.1, [IK 1.4, | onpoc/ TectupoBanue |cooTBeTcTBUU ¢| [luceMeHHO
UHTEPHET=MPOTOKOIOB. [TK 1.5 TIK 3.1, I[IK /petieHue pa3Ho- TeMOHU Kommnberoteproe
3.2, I[IK 3.3, IIK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE
[IK 3.7, JIP1, JIP 2, (3amanuit)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
Tema 4. IlocTpoenne OK 01, OK 02, OK |YcTHBIH (TUCbMEHHBIHN) B YcrHO
cucTemMbl Oe3omacHocTu. (09, [TK 1.1, TIK 1.4, OTpoc/ TECTUPOBAaHUE [COOTBETCTBUU c¢| I[IuChMEeHHO
[1K 1.5, IIK 3.1, TIK /pelieHue pa3Ho- TeMOH KomnerotrepHoe
3.2, [IK 3.3, [IK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE




5) Tema 5. Kpurepun OK 01, OK 02, OK  |YcTHbIH (ITMCEMEHHBIN) B YcerHO
OL€HKH. 09, IIK 1.1, IIK 1.4, | onpoc/ TectupoBanue |cOOTBETCTBUU ¢| [IuchMeHHO
[1K 1.5, IIK 3.1, TIIK /pelieHue pa3Ho- TEMOM KomnbrorepHoe
3.2, 11K 3.3, IIK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE
[1K 3.7, JIP1, JIP 2, (3amanuii)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
6 Tema 6. Moaean OK 01, OK 02, OK |YcrHblii (MTUCEMEHHBIN) B YcerHo
0e3omacHOCTH. 09, IIK 1.1, IIK 1.4, | onpoc/ TectupoBanue |cOOTBETCTBUU ¢| [IuchMeHHO
[1K 1.5, IIK 3.1, TIK /pelieHue pa3Ho- TEMOM KomnerorepHoe
3.2, 11K 3.3, IIK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE
[1K 3.7, JIP1, JIP 2, (3amanuii)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
7 Tema 7. Texnosnoruu OK 01, OK 02, OK  |YcTHbI (TMCEMEHHBIN) B VYerHo
PaGoThI ¢ KII0OYaAMH. 09, IIK 1.1, IIK 1.4, | onpoc/ TectupoBanue |cOOTBETCTBUU ¢| [IuchMeHHO
[1K 1.5, IIK 3.1, TIK /petieHne pa3Ho- TeMOH Kommnsrorepnoe
3.2, 11K 3.3, IIK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE
[IK 3.7, JIP1, JIP 2, (3amanuit)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
8 Tema 8. OK 01, OK 02, OK  |YcTHbIH (TMCbMEHHBIN) B YcerHO
AyTeHTH(UKAIHS HA 09, IIK 1.1, TIK 1.4, | ompoc/ TecTupoBaHue |[COOTBETCTBUU ¢| [luchMeHHO
0CHOBE 3HAHUSL. [K 1.5, TIK 3.1, TIK | /perenue pa3Ho- TEMOI KommnbrotepHoe
3.2, [IK 3.3, IIK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE
[1K 3.7, JIP1, JIP 2, (3amanuii)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
9 Tema 9. OK 01, OK 02, OK |YcrHblii (TUCEMEHHBIN) B YcrHO
AyTeHTHQHKALHUS HA 09, I1IK 1.1, IIK 1.4, | onpoc/ TectupoBanue |cooTBeTcTBUU ¢| [IuceMeHHO
0CHOBe 00.1a/1aHus [K 1.5, 11K 3.1, TIK | /pemenue pa3Ho- TEMO KoMnbroTepHoe
NPEAMETOM. 3.2, 11K 3.3, [IK 3.5, YPOBHEBBIX 3a/1a4 TECTHUPOBAHUE
[1K 3.7, JIP1, JIP 2, (3amanwuii)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
10 [Tema 10. OK 01, OK 02, OK |YcrHblii (TUCEMEHHBIN) B YcrHo
buomerpuyieckas 09, IIK 1.1, IIK COOTBETCTBUH IIucemenHO




ayTeHTH(QUKALKSA. 1.4, T1IK 1.5, IIK OIpoc/ TECTUPOBAHUE C TEMOM KomnerorepHoe
3.1, 1IK 3.2, TIK /peliienye pazHo- TeCTUPOBAHHE
3.3, TIK 3.5, TIK YPOBHEBBIX 33Ja4
3.7, JIP1, JIP 2, JIP (3a1ammH)
4, JIP 6, JIP 7, JIP
9, JIP 13-18
11 Tema 11. OcHoBBI OK 01, OK 02, OK |YcTHBI# (THCbMEHHBIHN) B YcrHO
KpunTorpapuyeckoi 09, IIK 1.1, IIK 1.4, | onpoc/ TectupoBanue |cOOTBETCTBUU ¢| [IuchMeHHO
3AIMTBI HHPOPMAUMK. 1K | 5 [IK 3.1, [IK | /pewerue pasHo- TEMOIA KommbrotepHoe
3.2, [IK 3.3, [IK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE
[1K 3.7, JIP1, JIP 2, (3amanuii)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
12 [Tema 12. OK 01, OK 02, OK  |YcTHbI# (TMCEMEHHBIN) B YcerHO
CoBpemeHHbIe 09, IIK 1.1, [IK 1.4, | onpoc/ TectupoBanue |cOOTBETCTBUU ¢| [IuchMeHHO
Kpunrorpaguyeckue g 15 [IK 3.1, [IK | /pewerue pasto- TEMOIA KommnbrotepHoe
AJArOpUTMBL. 3.2, I[IK 3.3, IIK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE
[1K 3.7, JIP1, JIP 2, (3amanuii)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
13 [Tema 13. Daexkrtponnas |OK 01, OK 02, OK |YcTHBI (TICEMEHHBIN) B YcTHO
uuGpoBast NOANMUCH. 09, IIK 1.1, TIK 1.4, | ompoc/ TecTupoBaHue |[COOTBETCTBUU ¢| [luchMeHHO
[1K 1.5, TIK 3.1, TIK /pelnienre pa3Ho- TEMOH Kommnsrorepnoe
3.2, 11K 3.3, IIK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBaHUE
[1K 3.7, JIP1, JIP 2, (3amanuii)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
14  [Tema 14. bBezonacnocts [OK 01, OK 02, OK |YcTHBIN (THCEMEHHBIN) B YcrHO
ceTei. 09, IIK 1.1, IIK 1.4, | onpoc/ TectupoBanue |cooTBeTcTBUU ¢| [luceMeHHO
[1IK 1.5, IIK 3.1, ITIK /penienre pa3Ho- TEMOH KommnsrorepHoe
3.2, [IK 3.3, [IK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE
[1K 3.7, JIP1, JIP 2, (3amanuii)
JIP 4, JIP 6, JIP 7, JIP
9, JIP 13-18
15 [Tema 15. Be3onacnoctr |OK 01, OK 02, OK B YcTHO
MOOHJIBHOW U 09, IIK 1.1, TIK 1.4, |YcTHBII (MUCbMEHHBIN )|cOOTBETCTBUHU ¢|  [IucbMeHHO
DecrpoBOAHOI CBA3K. TR | 5 TIK 3.1, [IK | ompoc/ TecTuposanue TEMOM KomnbrotepHoe
3.2, 1IK /penieHue pa3Ho- TECTUPOBAHUE




3.3, IIK 3.5, IIK YPOBHEBBIX 33J1a4

3.7, JIP1, JIP 2, JIP (3amanuit)

4, JIP 6, JIP 7, JIP

9, JIP 13-18

16 [Tema 16. IIpaBoBbIe OK 01, OK 02, OK |YcTHBI# (THCbMEHHBIHN) B YcrHO

OCHOBBI 09, IIK 1.1, IIK 1.4, | onpoc/ TectupoBanue |cOOTBETCTBUU ¢| [IuchMeHHO
HH(OpMALHOHHOI [IK 1.5, TIK 3.1, TIK | /peruenue pa3Ho- TEMOIA KommbrotepHoe
OesonacnocTH. 3.2, 11K 3.3, [IK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE

[1K 3.7, JIP1, JIP 2, (3amanuii)

JIP 4, JIP 6, JIP 7, JIP

9, JIP 13-18

17  |[Tema 17. YnpaBiaenne |OK 01, OK 02, OK |YcTHbI (TMCEMEHHBIN) B VYerHo

IT-npoextom Kak 09, IIK 1.1, [IK 1.4, | onpoc/ TectupoBanue |cOOTBETCTBUU ¢| [IuchMeHHO
PhdexTUBHBIN c10c00 |7 | 5 [TK 3.1, TIK | /pewenne pasno- TEMOM KomnbrotepHoe
OPTraHH3alti ICHCTBIH 3.2, 11K 3.3, [IK 3.5, YPOBHEBBIX 3a/1a4 TECTUPOBAHUE
110 NOBBIUCHIO YPOBHS 70 3 5 11p1, J1P 2 (3ananui)
HH(OPMAIIHOHHOMH ’ ’ ’
0€30MaCHOCTH. JIP 4, JIP 6, JIP 7, JIP

9, JIP 13-18

2. KOHTPOJIBHBIE 3AJIAHUS U UHBIE MATEPHUAJIbBI OLIEHKH

3HaHHi7[, yMeHHﬁ, HAaBbIKOB U (I/[.]'II/[) ONbITA 1€ATCJIbHOCTH, XaPAKTCPUIYIOIIHUE ITAIBI

(l)OpMHpOBaHI/Iﬂ KOMIIETEHIIMI B nmpouecce OCBOCHUS TUCHUITJIMHBI

Kazapun, A. C. 3a6a0ypun. — Mocksa : U3narensctBo FOpaiit, 2025. — 312 ¢. —

OII1.05 OcHoBbI MHGPOPMALTUOHHO 0€30MACHOCTH.
2.1. BOITPOCHI JIs1 YCTHOTI'O (ITUCBMEHHOTI'O) OITPOCA

Tema 1. BBenenne B HHGOPMANMOHHYIO 0€301aCHOCTD
Hean: hopmupoBanue npeacTaBieHu 0 MHGPOPMAIIMOHHON 0€30MaCHOCTH
IIpoBepsiemblie komnerennum (kox): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, [IK 1.5, IIK 3.1, [IK
3.2, 11K 3.3, 1K 3.5, 1K 3.7, JIP1, JIP 2, JIP 4, JIP 6 JIP 7,JIP9,JIP 13-18
Kazapun, O. B. IIporpammHo-amnmapaTHbie CpecTBa 3aUTH HHOOPMAIUH. 3aluTa TPOrpaMMHOTO
obecrieueHus : yUeOHHK U MPAKTUKYM JJIsl CpeHero npodeccruonanbHoro oopazosanus / O. B.

(ITpodeccuonanproe odpazosanue). — ISBN 978-5-534-13221-2. — Tekcr : 3MeKTPOHHBIH //
OopasosarenbHas miathopma FOpaiit [caiit]. ¢. 1 — URL.: https://urait.ru/bcode/567283/p.1

Bonpocsl o reme:

1. Ilenm 3ammThI.

2. CnaOble MeCTa ¥ yrpo3bl.

3. Twumebl aTak ¥ aTaKyrOIIUX.

4. WHuuaeHTsl THPOPMAITMOHHONW O€30MaCHOCTH.

5. TlpaBwia 6€301aCHOCTH ¥ MHOTOCTOPOHHSISI 0€3011aCHOCTb.

6. Hosble yrpo3sl.
Tema 2. Yrpo3bl.

Hess: popmMupoBaHue npencTaBIeHU 00 yrpo3ax.
IIpoBepsiembie komneTennun (kox): OK 01, OK 02, OK 09, I1K 1.1, [1K 1.4, IIK 1.5, I1K 3.1, [1IK



https://urait.ru/bcode/567283/p.1

3.2, [IK 3.3, [1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpammHo-anmnapatHbie CpeCTBa 3allUThl HH(GOpMAIMU. 3alUTa POrPAMMHOT0O
obecrieueHus : y4eOHUK W MPAKTHKyM JJIsi cpeaHero npodeccronanbHoro odpasosanus / O. B.
Kazapun, A. C. 3aba0ypun. — MockBa : WMzparensctBo HOpaiit, 2025. — 312 c. —
(ITpodeccuonanvuoe odOpazoanue). — ISBN 978-5-534-13221-2. — Tekct : 31I€KTpOHHBIN //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Bomnpocskl no reme:

1. BpenoHocHoe mporpaMMHOE oOecrieueHue.

[Tepenonnenne Oydepa.

KomnprorepHbie BUPYCHI.

Yepau.

TpositHCKUI KOHB (TPOSH).

borHer.

Crnam.

MoOusbHbIE TPUTOKEHUS.

Hogsie Buzbl yrpo3: ataku Meltdown u Spectre.

CoNoORWN

Tema 3. [Ipo0JiemMbl 0€30I1ACHOCTH HHTEPHET-NPOTOKOJIOB.

Hean: dopMmupoBaHue TMpeACTaBICHUN O TmpodiemMax O0e30MacHOCTH HHTEPHET-IPOTOKOJIOB.
IIposepsiembie komnerennun (kox): OK 01, OK 02, OK 09, IIK 1.1, TIK 1.4, TIK 1.5, TIK 3.1, TIK
3.2, 11K 3.3, 11K 3.5, 11K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. I[IporpammHo-anmnapatHble CpeCcTBa 3alUThl HHPOpMaK. 3alIuTa MpOrpaMMHOTO
obOecrieueHHs : y4eOHUK W TPAKTHKYM I CpeaHero mpodeccuonampHoro odpasosanms / O. B.
Kazapun, A. C. 3ababypun. — MockBa : UzmatensctBo IOpaiir, 2025. — 312 c. —
(ITpoceccronansuoe obpazoBanme). — ISBN 978-5-534-13221-2. — Tekcr : 31MeKTpOHHBIN //
Oo6pa3oBarenbHas wiatdopma KOpaiit [caiit]. c. 1 — URL: https://urait.ru/bcode/567283/p.1
Bomnpocsl no reme:

Beenenue B npo0ieMy 0€30MacHOCTH HHTEPHET-TIPOTOKOJIOB.

[Iporoxo IP.

ITporoxon TCP.

[Tpo6nemsr 6e3omacHoctu IP.

MapuipyTu3alnoHHbIE aTaKH.

[Tpo6nemsr 6e3onacHoctu ICMP.

[IpoGnemsr 6e3omacHoctu ARP.

[TpoGemsr 6e3onacHocTH IPV6.

[Tpo6nemsr 6e3onacHoctu UDP u TCP.

10. DNS.

11. NFS.

12. DnexTpoHHas moyra.

13. File Transfer Protocol.

14. BeG-npuiosxkeHwus.

15. JIluramuyeckue BeO-CalThI.

16. Kyxkn.

17. TIpo6nemsl 6e30omacnoct HTMLS.

CoNoOAWNE

Tema 4. IlocTpoenne cucreMbl 0€30I1aCHOCTH.
Hesas: popMupoBaHue MpeICTaBICHUH O TOCTPOSHUH CUCTEMbI O€30M1aCHOCTH.

IIpoBepsiembie komneTenunu (koa): OK 01, OK 02, OK 09, IIK 1.1, IIK 1.4, IIK 1.5, TIK 3.1, TIK
3.2, 11K 3.3, 11K 3.5, IIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. IIporpammHo-anmapaTHbie cpecTBa 3aluThl HHPOpMaUu. 3amuTa IporpaMMHOTO
oOecrieyeHHs : y4eOHMK M TPAKTUKYyM Uil CpeaHero mpodeccuoHanbHoro obpasosanus / O. B.
Kazapun, A. C. 3ababypun. — MockBa : MWM3marensctBo FOpaiit, 2025. — 312 c¢. —
(ITpodeccuonanproe obpazoanme). — ISBN 978-5-534-13221-2. — Teker : 31MeKTPOHHBIN //
O6pasoBarenbHas iathopma KOpaiir [caiitT]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Bonpocsl no reme:

1. O6mwue npunHIUIEI co3aanus [T-cucrem.
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CTpyKTypHBI aHAIHU3.

Onpenenenre NOTpeOHOCTH B 3aIUTE.

Amnanu3s yrpo3. AHajau3 pUcCKOB.

ApxuTtekTypa 0€301acHOCTH.

bazoBbie pyHKIIMM OE30MTACHOCTH.

7. Xwusuennslii nuki 6e3omnacHoi paspadotku (Security Development Lifecycle).

Tema S. Kpurepun oueHku.

Heab: hopmupoBaHue npeacTaBIeHUI O KPUTEPUU OLIEHKH

IIpoBepsiemble komnerenuuu (koa): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, TIK 1.5, TIK 3.1, IIK
3.2, [IK 3.3, I1IK 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpammHo-anmapaTHbie CpeCTBa 3alMThl HHPOPMAITUHU. 3aIIUTa MPOTPAMMHOTO
obecrieueHus : y4eOHMK M TPAKTUKYM JUIsI cpeaHero mpodeccuoHaibHoro oodpazoanus / O. B.
Kazapun, A. C. 3ababypun. — MockBa : WM3parensctBo IOpaiir, 2025. — 312 c¢. —
(ITpodeccuonanvuoe obpaszoBanue). — ISBN 978-5-534-13221-2. — TekcT : 2IEKTPOHHBINA //
Oo6pasoBarenbhas wiathopma KOpaiit [caiiT]. c. 1| — URL.: https://urait.ru/bcode/567283/p.1
Bonpocel mo Teme:

1. BBenenwue B mpoOJIEMAaTHKY.

2. TCSEC — Trusted Computer System Evaluation Criteria.
3. ITSEC — Information Technology Security Evaluation Criteria.
4. Common Criteria for Information Technology Security Evaluation.

SER

Tema 6. Moaesn 0e30MaCHOCTH.
Heab: GopmupoBaHHEe MPEACTABICHUI O MOJICIH 0€30ITaCHOCTH.
IIposepsiembie komnerennun (kox): OK 01, OK 02, OK 09, IIK 1.1, TIK 1.4, TIK 1.5, TIK 3.1, TIK
3.2, 11K 3.3, 11K 3.5, 11K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18
Kazapun, O. B. [IporpamMmHo-anmapaTHbie CpeACTBa 3alUThl HHPOPMAIUHU. 3alluTa MPOTrPaAMMHOTO
obecrieueHus : y4eOHHMK M TPAKTUKYM JUIsl cpeaHero mpodeccuoHaibHoro obpazomanust / O. B.
Kazapun, A. C. 3abaOypun. — MockBa : W3parensctBo IOpaiir, 2025. — 312 c¢. —
(ITpodeccronansroe obpazoBanue). — ISBN 978-5-534-13221-2. — Tekct : 3NeKTPOHHBIN //
OopazoBarenbHas miatdopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
Bonpocsl no reme:
Beenenue B npo0ieMaTuky.
Marpuunas MOAENb AOCTYIIA.
Monenu, OCHOBaHHBIE Ha POJISIX.
Mopens «Kutaiickas creHay.
Mogene bemna — Jlanagynsl.

agrwdE

Tema 7. TexnoJsiorun padoThl ¢ KJIIOYaAMH.

Hean: hbopMupoBanne NMpeACTaBICHUN O TEXHOJIOTHH Pa0OTHI C KIIFOYaMH.

IIpoBepsiemble komneTenuum (koa): OK 01, OK 02, OK 09, TIK 1.1, I1IK 1.4, [IK 1.5, TIK 3.1, [IK
3.2, 11K 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMHo-anmnapaTHbIe CpeCTBa 3alIUThl HH(pOpMaIiy. 3aimra IporpaMMHOTO
obecrieueHus : y4eOHHUK U TPAKTUKYM JIJIsl CpeiHero npodeccunoHanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiit, 2025. — 312 c. —
(ITpodeccuonanproe oopazopanne). — ISBN 978-5-534-13221-2. — TekcT : 31eKTPOHHBIH //
OopazoBarenbHas miargopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
Bomnpocsl mo reme:

1. Bgenenue B mpobiaemMaTuky.

2. Co3maHue KIIIoYen.

3. TexHHKU CO3/IaHUs KITIOYCH.

4. XpaHeHUE U YHHUTOXXCHHE KITFOUCH.

5

6

7

. OOMeH KITIoYaMu.
. Mepapxus ximoueil.
. HauBHBII1 TpoTOKOT 0OMEHA KITIOYaMH.
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8. CumMeTpuYHBIC aITOPUTMBI OOMEHA KITIOYaMHU.

9. AcuMMeTpuYHbIE TPOTOKOJIBI OOMEHA KITI0UaMH.

10. IIpunHIumbI pa3pabOTKH MPOTOKOJIOB OOMEHA KITFOYaMH.
11. BoccraHOoBIEHHE KITIOYEH.

Tema 8. AyreHTuUKAUsI HA OCHOBE 3HAHUS.

Heab: hopmupoBanue npeacTapieHuil 00 ayTeHTU(PUKAIMU Ha OCHOBE 3HAHHUS.
IIpoBepsiemblie komMmneTennun (koa): OK 01, OK 02, OK 09, TIK 1.1, 1K 1.4, [IK 1.5, TIK 3.1, [IK
3.2, [IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMmHo-anmapaTHbie CpeACTBA 3aIUTH HHPOPMAIUH. 3aIIKUTa TPOTPaMMHOTO
obecrieueHus : Y4eOHUK U TPAKTUKYM ISl CpeiHero npodeccnoHanbHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodeccuonanpuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Bonpocsl mo Teme:

1. Bgexaenwue B npo0JIeMaTHKY.

Co3nanue KIo4Yen.

TexHUKU CO3/TaHMs KITFOUEH.

XpaHEHUE U YHUUTOKEHUE KITIOUCH.

OOMeH Kitouamu.

Hepapxus kiaroueid.

HauBHbIi1 npoTOK0JI 0OMEHA KITH0YaMH.

CuMMeTpHUHbIE aJITOPUTMBI 0OMEHA KITF0YaMH.

AcCUMMETpHUYHBIC TPOTOKOJIBI OOMEHA KITFOUaMHU.

10. IIpuHIumbI pa3pabOTKH MPOTOKOJIOB OOMEHA KITFOYaMH.

11. BoccraHnoBieHue KItOUEH.

Tema 9. AyreHTH(UKALUS HA OCHOBE 00J1a/IaHNS IPEeAMETOM.

Heab: hopmupoBaHue MpeacTaBICHUN 0 ayTeHTU(UKALIMK Ha OCHOBE 00JIaJaHusI IPEAMETOM.
IIpoBepsiemblie komneTennuu (koa): OK 01, OK 02, OK 09, TIK 1.1, 1K 1.4, ITIK 1.5, TIK 3.1, TIK
3.2, 11K 3.3, IIK 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpammHo-amnmnapaTHble cpeicTBa 3alUThl HHPOPMAIMH. 3alluTa IporpaMMHOIO
oOecrieyeHus : y4eOHMK M TIPAaKTUKyM Ul CpeAHero mpodeccuoHanbHoro obpasosanus / O. B.
Kazapun, A. C. 3abaOypun. — MockBa : WzpmarensctBo HOpaiit, 2025. — 312 c. —
(ITpoceccuonansrHoe obpazoBanue). — ISBN 978-5-534-13221-2. — Tekct : 30eKTPOHHBIN //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. c. 1 — URL: https://urait.ru/bcode/567283/p.1
Bonpocel mo reme:

1. Cwmapr-kapTsbl.

2. VYHuBepcalbHas ayTeHTU(UKAIMS 110 IBYM (haKTopam.

3. Trusted Computing.

4. ®Ou3nvecky HEKIOHUpYEMble (PYHKIIHU.

Tema 10. Buomerpuyeckas ayreHTuGUKALHUS.

Hean: hopmupoBanue NMpeACTaBICHUN 0 OMOMETPHIECKON ayTeHTH(DUKAITHH.

IIpoBepsiemble komneTenunu (kox): OK 01, OK 02, OK 09, TIK 1.1, TIK 1.4, IIK 1.5, TIK 3.1, IIK
3.2, 11K 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. IIporpammHo-annapatHsle cpeicTBa 3alluThl HHGOpMaIy. 3aimra nporpaMMHOTro
obecrieueHus : y4eOHHK W TPAKTUKYM JUIsI cpeaHero mpodeccuoHaibHOro oodpazoanus / O. B.
Kazapun, A. C. 3abaOypun. — MockBa : W3parensctBo IOpaiir, 2025. — 312 c¢. —
(ITpodeccuonanproe obpazopanme). — ISBN 978-5-534-13221-2. — Teker : 37MeKTPOHHBIN //
OopazoBarenbHas miardopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
Bomnpocsl o Teme:

1. OO6ume cBeneHust 0 OUOMETPHUECKUX TEXHOJIOTHSIX.

2. OcobeHHOCTH TIpoliecca OMOMETPUIECKON ayTeHTH(DHUKAITNN.

CoNoORWN

Tema 11. OcHoBbI KpuNTOrpagpuyecKou 3aUTHI HHPOPMAIIUH.
Heas: ¢opmupoBaHue mnpeacTaBiIeHUH 00 OCHOBAX KPHUNTOrpadpuyecKod 3amuThl WH(OPMAIHH.


https://urait.ru/bcode/567283/p.1
https://urait.ru/bcode/567283/p.1
https://urait.ru/bcode/567283/p.1

IIpoBepsiembie komneTenuun (kox): OK 01, OK 02, OK 09, IIK 1.1, IIK 1.4, I[IK 1.5, IIK 3.1, I[IK
3.2,1IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpammHo-amnmnapaTHbie cpecTBa 3alUThl HHGOpMAIUH. 3alluTa IporpaMMHOIO
obOecrieueHHs : y4eOHHWK W TMPAKTUKyM JJsi CpeaHero mnpodeccuoHanbHOro obpazosanust / O. B.
Kazapun, A. C. 3ababypun. — MockBa : MWM3parensctBo FOpaiit, 2025. — 312 c¢. —
(ITpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-13221-2. — Tekct : 3MEKTPOHHBIN //
O6pasoBarenbHas iathopma FOpaiir [caiit]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Bonpocel mo reme:

BBenenue B npobieMaTHKy.

[Mudp Le3aps.

[udp nepecTaHOBKH.

[udp mepecTaHOBKHU «CITUTAIIAY.

Juck u nuHeiika DHes.

Ksanpar [TonuOusi.

TropeMHbIit .

Maruueckue KBaJipaThbl.

[Iudp Are Mapusi.

10. Tabnuma Tpuremus.

11. IlIudp bakoHa.

12. udp IoptsL.

13. Iludp Kapaano.

14. IlIudpp Pumense.

CoNoOA~WNE

15. CummeTpuyHOE U aCUMMETPUYHOE HIU(PPOBAHUE.
16. be3zonmacHOCTh METO/10B MIU(POBAHUS.

Tema 12. CoBpeMeHnHble KpunTorpaguyeckue ajJirOpuTMbI.

Heasb: ¢dopMupoBaHue TMNpeACTaBIEHU O COBPEMEHHBIX KPUNTOTpapUUECKUX aIropuTMax.
IIpoBepsiemblie komneTenunu (koa): OK 01, OK 02, OK 09, TIK 1.1, TIK 1.4, IIK 1.5, TIK 3.1, TIK
3.2, 1IK 3.3, I1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. IIporpammHo-anmapaTHbie cpecTBa 3aluThl HHPOpMaIUU. 3aiyTa IporpaMMHOTO
oOecrieyeHns : y4eOHMK M TPAaKTUKyM Ul CpeAHero mpodeccuoHanbHoro obpasosanus / O. B.
Kazapun, A. C. 3ababypun. — MockBa : MW3parensctBo FOpaiit, 2025. — 312 c¢. —
(ITpodeccuonanbuoe obpazoanue). — ISBN 978-5-534-13221-2. — Teker : 31MeKTPOHHBIN //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. c. 1 — URL: https://urait.ru/bcode/567283/p.1

Bonpocel no reme:
bnounsle mmgpsl.

Pexxumebl mmdpoBanus.

[Torounsie mupHI.

[TonsiTre 1 cBOMCTBA UI€ATHLHOTO I dpa.

Acummerpuunsie mugpsl. RSA-anropurm.

[Mudp Pabuna.

O6wmen kmouamu Juddpu — Xennmana.
Anroput™m Dnb-I"amans.

NN E

Tema 13. DnexkTpoHHas undponasi NOANUCH.

Heas: popMupoBaHue npeacTaBIeHUE 00 3IeKTPOHHON U(POBOI MOAUCH.

IIpoBepsiembie komnerenuuu (koa): OK 01, OK 02, OK 09, TIK 1.1, I1IK 1.4, IIK 1.5, [IK 3.1, TIK
3.2, 11K 3.3, 11K 3.5, IIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. IIporpammHo-anmapatHbie cpecTBa 3aluThl HHPOpMauu. 3amuTa IporpaMMHOTO
oOecrieyeHns : y4eOHMK M TPAKTUKyM Uil CpeaHero mpodeccuoHanbHoro obpasosanus / O. B.
Kazapun, A. C. 3a6abypun. — MockBa : MWM3parensctBo FOpaiit, 2025. — 312 c¢. —
(ITpoeccuonansunoe obpazoBanue). — ISBN 978-5-534-13221-2. — Tekct : 3MEKTPOHHBIN //
O6pasoBarenbHas iathopma KOpaiir [caiitT]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Bonpocsl no reme:



https://urait.ru/bcode/567283/p.1
https://urait.ru/bcode/567283/p.1
https://urait.ru/bcode/567283/p.1

1. OO6mwue cBeneHus 00 MEKTPOHHOUN UGPOBON TTOAMKCH.
2. OpnopazoBas noanuck Jlemnopra — Juddu.
3. Ioanuce RSA. IMoamuce Diab-I"amans.

Tema 14. Be3onacHoOCTb ceTeM.

Heab: hopmupoBaHue npeacTaBIeHU 0 6€30MacHOCTH CeTeH.

IIpoBepsiemblie komnerenuuu (koa): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, TIK 1.5, TIK 3.1, IIK
3.2, [IK 3.3, [1IK 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpammHo-anmapaTHbie CpeCTBa 3alUThl HHPOPMAIUHU. 3alIUTa MPOTPAMMHOTO
obecrieueHus : y4eOHMK M TPAKTUKYM JUIsI cpeaHero mpodeccuoHaibHOro oopazoanus / O. B.
Kazapun, A. C. 3ababypun. — MockBa : WM3parensctBo IOpaiir, 2025. — 312 c¢. —
(ITpodeccuonanvuoe obpazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 2IEKTpOHHBINA //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. c. 1 — URL: https://urait.ru/bcode/567283/p.1
Bomnpocel mo Teme:

1. Texuomnorust MexceTeBOTO YKpaHa (Opanamayaspa, dhaiipBoa).

[TakeTHble UIBTPBHI.

[Tpokcu MexceTeBble FIKpaHbI.

@uUIbTPHI IPUIOKECHUM.

BapuaHTbl apXUTEKTYpbI, UCIIONB3YIOLIEH MEXCETEBbIE SKPAHBbI.
[TpoTokoibl Ge30MacHON KOMMYHHKAIIWH.
BuptyanibHas yacTHas ceTb.

IPSec.

ITportokon TLS/SSL.

10 DNSSEC.

11. DnexTpoHHas moyra.

12. PGP.

Tema 15. Be3onacHocTh MOOMJILHOI M 6eCIPOBO/IHOI CBA3H.

Heab: dopMupoBaHue mpeACTaBIeHUNH O O€30MacHOCTH MOOWIBHONW U OeCrpOBOIHON CBSI3H.
IIpoBepsiemblie komneTenunu (koa): OK 01, OK 02, OK 09, TIK 1.1, TIK 1.4, IIK 1.5, TIK 3.1, TIK
3.2, 1IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMmMmHo-amnmapaTHbie CpeICTBa 3alIUThl HHPOPMALIMH. 3allUTa IPOrPaMMHOTO
oOecrieyeHns : y4eOHMK M TIPAaKTUKyM Ul CpeAHero mpodeccuoHanbHoro obpasosanus / O. B.
Kazapun, A. C. 3ababypun. — MockBa : W3parensctBo FOpaiit, 2025. — 312 c¢. —
(ITpodeccuonanbuoe obpazoBanue). — ISBN 978-5-534-13221-2. — Teker : 31MeKTPOHHBIN //
Oo6pasoBarenbHas iathopma HOpaiit [caiit]. c. 1 — URL: https://urait.ru/bcode/567283/p.1

Bomnpocsl o reme:

GSM.

GPRS.

UMTS.

LTE u SAE.

5G u Oyyiiee COTOBOM CBSI3H.
WLAN.

Bluetooth. ZigBee.

TeMa 16. IIpaBoBbIe 0CHOBBI HHGPOPMALMOHHOI 0€301aCHOCTH.

Heas: dopmMupoBaHHe MPEICTABICHHA O MPABOBBIX OCHOBaX WH(MOPMAIMOHHON OE30MacHOCTH.
IIpoBepsiemble komneTrenunu (kox): OK 01, OK 02, OK 09, IIK 1.1, TIK 1.4, IIK 1.5, IIK 3.1, TIK
3.2, 11K 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpaMmHo-anmapaTHble cpeicTBa 3alUThl HHPOpManny. 3aliiTa NporpaMMHOTo
obecrieueHus : y4eOHHMK M TPAKTUKYM JUIsl cpeaHero mpodeccuoHaibHOro oodpazoanus / O. B.
Kazapun, A. C. 3aba0ypun. — MockBa : WM3parensctBo IOpaiir, 2025. — 312 c¢. —
(ITpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 2MEKTPOHHBINA //
OopazoBarenbHas miardopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1

Bomnpocskl no teme:

CoNoORAWN

NoabkowhE



https://urait.ru/bcode/567283/p.1
https://urait.ru/bcode/567283/p.1
https://urait.ru/bcode/567283/p.1

1. Bgexaenwue B nmpoOiemMaTuKy.
2. Koncruryuus P®. ®enepanbhblii 3ak0H «O MepCOHATBHBIX TaHHBIXY.
3. ®epepanbublii 3ak0H «O0 nHbOpMauu, UHPOPMALIMOHHBIX TEXHOJIOTUSAX U O 3aIIUTE
uHpOpMAIHN.
4. ®denepanbHblil 3aK0H «O0 3JIEKTPOHHOMN MOITUCK.
5. ®epepanbHblii 3ak0H «O 0€30MaCHOCTH KPUTHIECKOH HH(POPMAIMOHHON HH(pacTpyKTypsl POy,
6. VYkassl [Ipesunenta Poccutickoii @enepanuu. [locranosnenus [IpaBurenscTta POD.
7. Tlpukaszsr ®Cb u @®CTIK. IIpukazsr MU psI.

Tema 17. Ynpasienune IT-npoexkToM kak 3¢ (peKTUBHBIN c110c00 OPraHu3anuu JAeiicTBHIi 110
MOBBIIIEHUI0 YPOBHA HHPOPMALMOHHON 0€3011aCHOCTH.

Heab: hbopmupoBanue npeacraBieHuit 00 ynpasienuu [T-nmpoekTom.

IIpoBepsiemblie komMnerenuun (kox): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, [IK 1.5, IIK 3.1, IIK
3.2, 11K 3.3, 11K 3.5, 11K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapumn, O. B. [IporpammHo-anmapaTHbie CpeaCTBa 3alIUTh HHPOPMAIMH. 3allUTa IPOrPaMMHOTO
obecrievueHns ;| y9eOHUK U MPAKTUKYM IS CpeiHero npodeccuonansHoro oopaszosanus / O. B.
Kazapumn, A. C. 3a6a0ypun. — Mocksa : U3narensctBo FOpaiit, 2025. — 312 ¢. —
(ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 3M€KTPOHHBIN //
Oopa3oBarenbHas iatdopma KOpaiit [caiit]. c. 1 — URL: https://urait.ru/bcode/567283/p.1
Bonpocsl o reme:

BBenenue B mpobiieMaTuky.

[TonsTue npoekra.

Bunet u as3sl npoekToB.

VYnpasiieHue npoeKkTaMu Kak crienupuyeckuil BUa MEHEI)KMEHTA.

Tunuuneie mpoOIeMbl peaar3auu MPOEKTOB.

[IpoekT oT onpeneneHust 10 3aBepLICHUS.

ok wdE

Kpurepun onenku:

- oyenka «omauunoy -OOyyaromMiics B TOJHOW Mepe BIAZEeT TEOPETHUYECKMMH OCHOBaMHU

JUCIUIUIMHBI M Hay4YHOM TEpMHUHOJIOTMEH, TpaMOTHO H3JIaraeT Marepual U  CIOocOoOeH

WITIOCTPUPOBATh OTBET NpuMepamH, (akTaMH, AAHHBIMH Hay4HBIX HCCJIEIOBaHUN, NPUMEHSTh

TEOPETUUECKHE 3HAHUS JUIsl pEIICHUs TPAKTUYECKUX 3a]1ad.

- oyenka «xopouio» - O0yqarouuiics Bi1ajgeeT TEOPeTUIeCKUMU OCHOBAMH JUCLUIUIMHBI M HAYYHOH

TEPMHHOJIOTHEN, TPaMOTHO M3JIaraeT MaTrepuall U CIOoCOOeH WILTIOCTPUPOBATh OTBET NPUMEPAMH,

(dakTamMM, JAaHHBIMM HAYYHBIX HCCIICOBAaHUM, MPUMEHATh TEOPETHUECKUE 3HAHMS Ul pelleHHs

MPAKTUYECKHX 3a7a4, HO JJOMYCKAeT OT/ENIbHbIE HECYIIECTBEHHBIE OIINOKH.

- oueHKa «yooenemeopumenvroy - OO0yqaOMUNcs BlIaJeeT YaCTUYHO TEOPETUUECKUMHU OCHOBaAMH

JUCLHMIUIMHBL M HAy4YHOM TEepMHHOJIOTHEH, (parMeHTapHO CIOCOOEH MIUIIOCTPUPOBATh OTBET

pUMepaMu, TOMYCKAaeT HECKOJIBKO CYIIECTBEHHBIX OIIMOOK B OTBETE.

- ouyenka «Heyooenemeopumenvno» - OOyyalOmUNCS HE BIIAJEET TEOPETHUUYECKUMHM OCHOBAMHU

JUCIUIUIMHB U HAYyYHOW TEPMHHOJIOTHEN, JEMOHCTPUPYET OTPHIBOUYHBIE 3HAHUS, HE CIOCOOEH

WITIOCTPUPOBATh OTBET IIPUMEPAMHU, JOITyCKaeT MHOKECTBEHHBIE CYIIIECTBEHHBIE OIINOKU B OTBETE.
- .2 KOMILJIEKT PASHOYPOBHEBBIX 3AJIAY (3AJTAHUI)

Tema 1. BBenenue B nuHGpopMaInHOHHYI0 0€30MaCHOCTH

Heab: hbopmupoBaHue npeacTaBIeHU 0 UHHOPMAITMOHHON 6€30MacHOCTH

IIpoBepsiembie komneTenunu (koa): OK 01, OK 02, OK 09, IIK 1.1, T1K 1.4, TIK 1.5, TIK 3.1, T1K
3.2, 1IK 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. IIporpammHo-armapaTHbie CpeCcTBa 3aUTH HH)OpPMAIUH. 3aluTa TPOorpaMMHOTO
oOecrieyeHus : yueOHUK U MPAKTHKYM JJIs cpefiHero npodeccruonanbsHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mockga : UznarensctBo FOpaiit, 2025. — 312 ¢c. —
(ITpodeccuonanproe oopazosanne). — ISBN 978-5-534-13221-2. — TekcT : 2NEKTPOHHBIH //
O6pasoBarenbHas iathopma KOpaiir [caiit]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Pemenue pasHOyPOBHEBBIX 3a/IaHUM:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/20
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Tema 2. Yrpo3bl.

Hess: popmMupoBaHue npencTaBiIeHU 00 yrpo3ax.

IIpoBepsiembie komnerenun (koa): OK 01, OK 02, OK 09, I1K 1.1, 1K 1.4, T1K 1.5, T1K 3.1, TIK
3.2, 11K 3.3, 11K 3.5, 11K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMHo-anmnapaTHbIe CpeCTBa 3alUThl HH(pOpMaIy. 3anmra IporpaMMHOTO
obecrievueHns : y9eOHUK U MPAKTUKYM I CpeiHero npodeccuonansHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mockga : U3znarensctBo FOpaiit, 2025. — 312 ¢c. —
(ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 3M€KTPOHHBIN //
O6pasoBarenbHas wiathopma FOpaiir [caiit]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Peurenne pa3HOypoOBHEBBIX 3a1aHUIi:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/28

Tema 3. [Ipo6s1eMbl 6€30MMaCHOCTH MHTEPHET-TIPOTOKOJIOB.

Heab: hopmupoBanue npeacTapieHuil o mpodieMax 6€30MacCHOCTH UHTEPHET-TIPOTOKOJIOB.
IIpoBepsiemblie komneTenuun (koa): OK 01, OK 02, OK 09, TIK 1.1, 1K 1.4, [1IK 1.5, TIK 3.1, TIK
3.2, [IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpammHo-arinapaTHbie CpecTBa 3alIUThl HH()OpPMAIUK. 3aluTa TPOrpaMMHOTO
obecrnieueHus : yueOHUK U MPAKTUKYM Ui CpeliHero npodeccuonanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodheccuonanpuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
Oo6pasoBarenbHas wiathopma KOpaiit [caiiT]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Peurenne pa3HoypoBHEBbIX 3a1aHUI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/51

Tema 4. IlocTpoenne cucTemMbl 0€30MACHOCTH.

Heab: GopMupoBaHUE MPEACTABICHUI O TOCTPOCHUN CUCTEMBI 0€30ITaCHOCTH.

IIpoBepsiembie komneTenunu (kox): OK 01, OK 02, OK 09, IIK 1.1, IIK 1.4, ITIK 1.5, I[IK 3.1, [IK
3.2, 1IK 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapumn, O. B. [IporpamMmHo-anmapaTHbie CpeCTBa 3aIUTH HHPOPMAIUH. 3allluTa IPOrpaMMHOTO
obecrieueHus : Y4eOHHUK U TPAKTUKYM JJIsl CpesiHero npodeccuoHanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : U3narensctBo FOpaiit, 2025. — 312 ¢. —
(ITpodeccronansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 2I€KTPOHHBIN //
OopazoBarenbHas miardopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
Penenne pa3HOypoOBHEBBIX 3aaHUI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/60

Tema S. Kputepnu oueHku.

Hess: popMupoBaHUE MPENCTABICHUI O KPUTEPUHU OLIEHKH

IIpoBepsiemblie komnerennun (kox): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, [IK 1.5, TIK 3.1, [IK
3.2, 11K 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMHo-anmnapaTHbIe CpeCTBa 3alUThl HH(pOopMaIy. 3aimra IporpaMMHOTO
obecrieueHus : y4eOHHUK U TPAKTUKYM JJIsl CpeiHero npodeccnoHanbHOro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiit, 2025. — 312 c. —
(ITpodeccuonanproe oopazopanne). — ISBN 978-5-534-13221-2. — TekcT : 31eKTPOHHBIH //
OopazoBarenbHas miardopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
Pemenue pa3HOypoBHEBbIX 3a/1aHUIi:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/67

Tema 6. Moaesin 60€301acHOCTH.

Hesas: popmMupoBaHue MpeICTaBICHUN 0 MOIETH 6€30MaCHOCTH.

IIpoBepsiembie komnerenun (koa): OK 01, OK 02, OK 09, I1K 1.1, 1K 1.4, T1K 1.5, T1K 3.1, TIK
3.2, 11K 3.3, 11K 3.5, IIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. IIporpammHo-amnmapaTHbie CpeCcTBa 3alUThl HHOOpPMAIUH. 3aluTa TPorpaMMHOTO
oOecrieyeHus : yueOHUK U MPAKTHKYM JJIs cpefiHero npodeccruonansHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mockga : UznarensctBo FOpaiit, 2025. — 312 ¢c. —
(ITpodeccuonanproe oopazosanne). — ISBN 978-5-534-13221-2. — TekcT : 2NEKTPOHHBIH //
O6pasoBarenbHas iathopma KOpaiir [caiit]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Pemenue pasHOyPOBHEBBIX 3a/IaHUM:
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https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/80

Tema 7. TexHosioruu padoThbl ¢ KJIKOYAMHU.

Heab: hopmMupoBaHue MPEACTABICHUIN O TEXHOJIOTUH PAOOTHI C KITFOYAMHU.

IIpoBepsiembie komnerenun (koa): OK 01, OK 02, OK 09, I1K 1.1, 1K 1.4, T1K 1.5, T1K 3.1, T1IK
3.2, IK 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpaMmMHo-anmapaTHbIe CpeCTBA 3alUThl HH(pOpMaIy. 3anmra IporpaMMHOTO
obecrnieueHns : y9eOHUK U MPAKTUKYM I CpeiHero npodeccuonansHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mockga : UznarensctBo FOpaiit, 2025. — 312 ¢c. —
(ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 31M€KTPOHHBIN //
O6pasosarenbHas wiathopma FOpaiir [caiit]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Penrenne pa3HOypoOBHEBBIX 3a1aHUI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/92

Tema 8. AyreHTH(PUKAINMS HA OCHOBE 3HAHUS.

Heab: hbopmupoBaHue MPeACTABICHUN 00 ayTCHTH(PUKAIIMN HA OCHOBE 3HAHHUS.

IIpoBepsiembie komneTenunu (kox): OK 01, OK 02, OK 09, IIK 1.1, IIK 1.4, I1IK 1.5, I[IK 3.1, [IK
3.2, 1IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapumn, O. B. [IporpammHo-anmapaTHbie CpeaCTBa 3alIUTh HHPOPMAIMH. 3allUTa IPOrPaMMHOTO
obecrievueHns ;| y9eOHUK U MPAKTUKYM IS CpeiHero npodeccuonansHoro oopaszosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : U3narensctBo FOpaiit, 2025. — 312 ¢. —
(ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 3M€KTPOHHBIN //
Oopa3oBarenbHas iatdopma KOpaiit [caiit]. c. 1 — URL: https://urait.ru/bcode/567283/p.1
Pemrenne pa3HOypoOBHEBBIX 3a1aHUIi:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/99

Tema 9. AyreHTH(UKALMA HA OCHOBE 00/1a/IaHUs IPEIMETOM.

Heab: hopMupoBaHue nMpeacTaBICHU 0 ayTeHTU(UKALIMY HAa OCHOBE 00JIaaHusI TPEAMETOM.
IIpoBepsiemblie komneTennuu (koa): OK 01, OK 02, OK 09, TIK 1.1, 1K 1.4, [1IK 1.5, TIK 3.1, TIK
3.2, 1IK 3.3, I1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpammHo-arimapaTHbie CpecTBa 3alIUThl HH()OPMAIUH. 3aluTa TPOrpaMMHOTO
obecrnieueHus : yueOHUK U MPAKTUKYM I CpeliHero npodeccuonanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : UznarensctBo FOpaiit, 2025. — 312 ¢c. —
(ITpodeccuonanbuoe oopazosanue). — ISBN 978-5-534-13221-2. — TekcT : 2NEKTPOHHBIH //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
Peunrenne pa3HoypoBHEBbBIX 3a1aHUI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/110

Tema 10. Buomerpuyeckas ayreHTuGUKaLus.

Heab: hopmupoBaHue npeacTaBIeHUI 0 OMOMETPUUYECKOI ayTeHTH(HUKAIIUY.

IIpoBepsiemblie komneTennuu (koa): OK 01, OK 02, OK 09, TIK 1.1, TIK 1.4, ITIK 1.5, TIK 3.1, TIK
3.2, 1IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. IIporpammHo-amnmapaTHbie CpecTBa 3aUTH HHOOpPMAIUH. 3aluTa TPOorpaMMHOTO
obecrneveHus : yueOHUK U MPAKTUKYM I CpeiHero npodeccuonanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : UznarensctBo FOpaiit, 2025. — 312 ¢c. —
(ITpodeccuonanproe oopazoanne). — ISBN 978-5-534-13221-2. — TekcT : 2NEKTPOHHBIH //
O6pasoBarenbHas wiathopma KOpaiir [caiit]. ¢. 1 — URL.: https://urait.ru/bcode/567283/p.1
Pemenue pasHOypOBHEBBIX 3a/IaHUM:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/115

Tema 11. OcHoBBI KpunTOrpadguyeckoi 3amuTsl HHGoOpManum.

Heab: hbopmupoBaHue npeacTapieHNil 00 0CHOBaX KpunTorpaguueckoil 3amuTbl HHPOPMAIIUH.
IIpoBepsiemblie komneTennun (koa): OK 01, OK 02, OK 09, TIK 1.1, I1IK 1.4, [1IK 1.5, TIK 3.1, IIK
3.2, 11K 3.3, IIK 3.5, 11K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMHo-anmnapaTHbIe CpeCTBa 3alIUTh MH(popMaIy. 3aimra IporpaMMHOTO
obecrieueHus : y4eOHHUK U TPAKTUKYM ISl CpetHero npodeccnoHanbHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
OopazoBarenbHas miardopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
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Pemenne pasHOypoBHEBBIX 3aIaHUA:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/141

Tema 12. CoBpeMeHHbIe KPUNITOTPadUYeCKHE ATTOPUTMBI.

Hesn: popMupoBaHUE MPEICTABICHUI O COBPEMEHHBIX KPUIITOTPAPHUECKUX AITOPUTMAX.
IIpoBepsiemblie komneTennuu (koa): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, [IK 1.5, TIK 3.1, [1IK
3.2, 11K 3.3, 11K 3.5, 1K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapumn, O. B. [IporpamMmHo-anmapaTHbie CpeACTBA 3aIUTH HHPOPMAIUH. 3aIIKUTa TPOTPAMMHOTO
obecrieueHus : Y4eOHUK U TPAKTUKYM JUISl CpeiHero npodeccunoHanbHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37E€KTPOHHBIH //
Oo6pasoBarenbHas wiathopma KOpaiit [caiiT]. c. 1 — URL: https://urait.ru/bcode/567283/p.1
Pemenne pasHoOypoBHEBBIX 3aIaHUA:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/158

Tema 13. DuekTponHas nudposasi NOANMUCH.

Heab: hopMupoBaHue npeacTaBIeHU 00 3JIEKTPOHHOM HU(POBOK MOIMUCH.

IIpoBepsiemblie komneTenuuu (koa): OK 01, OK 02, OK 09, TIK 1.1, 1K 1.4, [IK 1.5, TIK 3.1, TIK
3.2, [IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpammHo-arimnapaTHbie CpeCcTBa 3alIUThl HH()OpPMAIUK. 3aluTa TPOrpaMMHOTO
oOecrnieueHus : yueOHUK U MPAKTUKYM Ui CpeliHero npodeccuonanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodheccuonanpuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
Oo6pasoBarenbhas wiathopma KOpaiit [caiiT]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Peurenne pa3HoypoBHEBbIX 3a1aHUI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/163

Tema 14. Be3onacHocTb ceTeid.

Hean: hopmupoBanue npeacTaBiIeHUN 0 0€30MMaCHOCTH CETEH.

IIpoBepsiemblie komnerennun (kox): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, [IK 1.5, TIK 3.1, IIK
3.2, 11K 3.3, 11K 3.5, 1K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapumn, O. B. [IporpamMmHo-anmapaTHbie CpeaCTBa 3alIUTH HHPOPMAIUH. 3allUTa IPOrPaMMHOTO
obecrieueHus : y4eOHHUK U TPAKTUKYM JJIsl CpesiHero npodeccuoHanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3aarensctBo HOpaiir, 2025. — 312 c. —
(ITpodeccuonanproe oopazopanne). — ISBN 978-5-534-13221-2. — TekcT : 31eKTPOHHBIH //
OopazoBarenbHas miatdopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
Penienne pa3HOypoOBHEBBIX 3aaHUI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/192

Tema 15. Be3onacHocTh MOOMJIBLHOM M 0eCIPOBOIHOM CBSI3H.

Hean: dbopmupoBaHue npeacTaBiICHUN 0 0€30MaCHOCTH MOOMIIBHON U OECTIPOBOTHOM CBSI3H.
IIpoBepsiemblie komneTenuum (koa): OK 01, OK 02, OK 09, TIK 1.1, I1IK 1.4, [IK 1.5, TIK 3.1, TIK
3.2, 11K 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMHo-anmnapaTHbIe CpeCTBa 3alUThl HH(pOpMaIiy. 3aimra IporpaMMHOTO
obecrieueHus : y4eOHHUK U TPAKTUKYM JJIsl CpeiHero npodeccnoHanbHOro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3aarensctBo HOpaiit, 2025. — 312 c. —
(ITpodeccuonanproe oopazopanne). — ISBN 978-5-534-13221-2. — TekcT : 31eKTPOHHBIH //
OopazoBarenbHas miardopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
Pemenune pa3HOypoBHEBbIX 3a/1aHHUIi:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/212

Tema 16. [IpaBoBbie 0CHOBBI HH(POPMAIMOHHOI 6€30MACHOCTH.

Hess: popMupoBaHUE MPEICTABICHUHI O MPABOBBIX OCHOBAX MH(OPMAIIMOHHON 6€30MaCHOCTH.
IIpoBepsiembie komneteHuu (kox): OK 01, OK 02, OK 09, I1K 1.1, TIK 1.4, IIK 1.5, I1K 3.1, TIK
3.2, 11K 3.3, 11K 3.5, 1K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. IIporpammHo-amnmapaTHbie CpeCcTBa 3alUThl HHOOpPMAIMH. 3aluTa TPOorpaMMHOTO
oOecrieyeHus : yueOHUK U MPAKTHKYM JJIs cpefiHero npodeccruonansHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mockga : UznarensctBo FOpaiit, 2025. — 312 ¢c. —
(ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 31M€KTPOHHBIN //
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O6pasosarenbHas iathopma KOpaiir [caiit]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Pemenue pasHOypPOBHEBBIX 3a/IaHUM:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/235

Tema 17. YnpanJienune IT-npoexkTom kak 3¢ ekTUBHBINA CIIOCOO OpPraHu3aluu AeHCTBUIA 10
NMOBBIIIEHUIO YPOBHA HHPOPMALMOHHOI (6€30MaACHOCTH.

Hean: hbopmupoBanue npeacTaBicHuit o6 ynpasneruu [ T-mpoexTom.

IIpoBepsiemblie komneTennun (koa): OK 01, OK 02, OK 09, TIK 1.1, I1IK 1.4, [IK 1.5, TIK 3.1, [1IK
3.2, [IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMmHo-anmapaTHbie CpeACTBA 3aIUTH HHPOPMAIUH. 3aIIKUTa TPOTPAMMHOTO
obecrieueHus : Y4eOHUK U TPAKTUKYM ISl CpeiHero npodeccnoHanbHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodeccuonanpuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
Peurenne pa3HoypoBHEBbIX 3a1aHUI:

https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/242

Kpurepun ouenku:

- OUEHKa «omﬂuquo»-HpaBI/mLHoe PECLIICHUC 3aaa4H, noz[p06Ha;1 ApryMCHTallUuA CBOCTrO PCIICHUA,
xopomee 3HAHUC TGOpCTI/I‘IeCKI/IX ACIICKTOB pGIHGHI/Iﬂ Kasyca, OTBETHI HA JOITOJIHUTCIBbHBIC BOHpOCI)I
110 TCMC 3aHATHUSA.

- OUEHKa «xopouio) - HpaBHHBHOG PEIICHUE 3a1a4u, JOCTATOUHAA apryMmeHTalsa CBOCTro pCuICHUC,
XO0pomee 3HaHUEC TCOPETUUCCKUX ACIICKTOB PCIICHUS Ka3yCa, YaCTUYHBIC OTBETHI HAa JOIIOJIHUTCIIbHBIC
BOHpOCI)I I10 TCMC 3aHATHUA.

- OUEHKa «ydoaﬂemeopumeﬂbno» - YactuaHo IIpaBUJIbHOC PCHICHUC 3aJadd, HCAOCTATOYHas
aprymcHTanuss CBOCro pCliCHUC, onpenenéHHoe 3HAHUC TCOPCTUUCCKHUX ACIICKTOB PCHICHUA Kasyca,
YaCTUYHBIC OTBCTHI HA JOIIOJIHUTCIbHBIC BOIIPOCHI 110 TCMC 3aHATHAA.

- OUEHKa «Heydoeﬂemeopumeﬂbno» - HGHpaBI/IJ'II)HOG pemICHUC 3aga4u, OTCYTCTBUC HGO6XOI[I/IMI>IX
3HAHUC TCOPCTUUCCKUX ACIICKTOB PCIICHHUA Ka3ycCa.

2.3. KOMILJIEKT TECTOB

TecrupoBaHue MNPOBOAUTCH € HCHOJAb30BAHMEM MHTEPAKTHBHBIX (POPMHUPYIOLIUX TECTOB
oOpazoBarenbHOH muaTgopmsel «FOpaiT»

I[O MMPOXOKACHUA TCKYWICIT0O MW HMTOIOBOrO KOHTPOJA OCBOCHHUA JUCHUILIIMHEL, 06yqaloumecs1
CaAMOCTOATCIIBHO MOT'YT ITPAKTUKOBATLCS,, BBIITOJIHASA PA3JIMYHBIC TCCTOBBIC 3a/JaHHUS C aBTOMAaTHYECKOM

IIPOBEPKOI pe3yJpTara:

BI)I60p OIHOTO IMPABUJIBHOI'O BapraHTa OTBETA U3 HECCKOJIbKHUX,
BI)I60p HECKOJIBKO IMPAaBUJIIBHBIX BAPHAHTOB OTBETOB U3 HCCKOJIBKUX
BBOJ] OTBETA B BUJIE TEKCTA;

BBOJ] OTBETA B BUJIE YHUCIIA;

YCTAHOBJICHHUE COOTBECTCTBUA MECKAY SJICMCHTAMMU,

KJ1acCU(UKaLKs AJIEMEHTOB I10 TpyIInaMm;

BBICTPAaBaHUE MOCIIEI0BATEILHOCTH 3JIEMEHTOB.

B cmemannom o0yuenuu ¢ npumenenueM JIOT Ha oOpa3oBatenbHoil miardopme «FOpal» cTyaeHTHI
MOTYT HCIOJIb30BATh Il (GOPMUPYIOIIETO OIICHUBAHUS CEPBUC « Y MHBIE TECTHI».

Tema 1. BBenenne B HHGOPMANMOHHYIO 0€30I1aCHOCTD

Hean: hbopmupoBanue npeacTaBieHui o nHGopMannoHHoi 6e3onacHoctr IlpoBepsiemble
kommneTenuun (kom): OK 01, OK 02, OK 09, IIK 1.1, TIK 1.4, TIK 1.5, TIK 3.1, TIK 3.2, IIK 3.3, TIK
3.5, 1IK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13—18 KazapuHn, O. B. [IporpammHo-annapaTHbie
CpeACTBa 3alIUTHl HH(POPMAIMU. 3aIIKUTa IPOTPAMMHOT0 00ECTICUECHHUS : YIEOHUK U MMPAKTUKYM JIJIs
cpennero npodeccuonanprHoro obpazosanus / O. B. Kazapun, A. C. 3a6a0ypuH. — Mockaa :
N3znarensctBo FOpaiit, 2025. — 312 ¢. — (Ilpodeccuonansuoe obpazosanue). — ISBN 978-5-534-
13221-2. — Texkcr : anextpoHHbIi // OOpa3zoBarenbHas matdopma FOpaiit [caiit]. c. 1 — URL:
https://urait.ru/bcode/567283/p.1

NuTepakTUBHBbIE (DOPMHUPYIOIIHE TECThI:
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https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/20

Tema 2. Yrpo3ssl.

Hean: hopmupoBaHue NMpeACTaBICHUN 00 yrpo3ax.

IIpoBepsiemblie komneTennum (koa): OK 01, OK 02, OK 09, TIK 1.1, I1IK 1.4, [IK 1.5, TIK 3.1,

[1K 3.2, TIK 3.3, [IK 3.5, 1K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,J1P9,JIP 13-18

Kazapun, O. B. [IporpaMmMHo-anmapaTHbIe CpeCTBA 3alUThl HH(pOpMaIy. 3anmra IporpaMMHOTO
obecrievueHns : y9eOHUK U MPAKTUKYM IS CpeiHero npodeccuonansHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mockga : UznarensctBo FOpaiit, 2025. — 312 ¢c. —
(ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 3M€KTPOHHBIN //
O6pasoBarenbHas wiathopma FOpaiir [caiit]. ¢. 1 — URL.: https://urait.ru/bcode/567283/p.1
HNuTepakTUBHBIE GOPMHUPYIOIIHE TECTHI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/28

Tema 3. [Ipo6s1eMbl 6€30MMaCHOCTH MHTEPHET-TIPOTOKOJIOB.

Heab: hopmupoBaHue npeacTaBIeHuil 0 mpodieMax 0€30MaCHOCTH UHTEPHET-TPOTOKOJIOB.
IIpoBepsiemblie komneTenuuu (koa): OK 01, OK 02, OK 09, TIK 1.1, 1K 1.4, [IK 1.5, TIK 3.1, TIK
3.2, [IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpammHo-arimnapaTHbie CpeCcTBa 3alIUThl HH()OpPMAIUK. 3aluTa TPOrpaMMHOTO
oOecrnieyeHus : yueOHUK U MPAKTUKYM Ui CpeliHero npodeccuonanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodheccuonanpuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
Oo6pasoBarenbhas wiathopma KOpaiit [caiiT]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
HNuTepakTuBHBIE (OPMUPYIOLIHE TECTHI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/51

Tema 4. IlocTpoenne cucTemMbl 0€30MACHOCTH.

Heas: popmMupoBaHUE MPEICTABICHUH O ITOCTPOSHUH CUCTEMBI O€301TaCHOCTH.

IIpoBepsiemblie komnerennun (kox): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, [IK 1.5, TIK 3.1, IIK
3.2, 11K 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapumn, O. B. [IporpamMmHo-anmapaTHbie CpeaCTBa 3alIUTH HHPOPMAIUH. 3allUTa IPOrPaMMHOTO
obecrieueHus : y4eOHHUK U TPAKTUKYM JJIsl CpesiHero npodeccuoHanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3aarensctBo HOpaiir, 2025. — 312 c. —
(ITpodeccronansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 2I€KTPOHHBIN //
OopazoBarenbHas miatdopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
HNuTepakTuBHBIE (POPMHUPYIONIHE TECTHI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/60

Tema 5. Kputepum oneHnku.

Hesas: popMupoBaHUE NMPEICTABICHUI 0 KPUTEPUU OLIEHKH

IIpoBepsiemble komneTenuum (koa): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, [IK 1.5, TIK 3.1, TIK
3.2, 11K 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMHo-anmnapaTHbIe CpeCTBa 3alIUThl MH(pOpMaIiy. 3aimra IporpaMMHOTO
obecrieueHus : y4eOHHUK U TPAKTUKYM JJIsl CpeiHero npodeccnoHanbHOro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiit, 2025. — 312 c. —
(ITpodeccronansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 2MeKTPOHHBIN //
OopazoBarenbHas miardopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
HNHuTrepakTuBHBIEC opMHUpPYIOLIHE TECTHI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/67

Tema 6. Moaesin 6e30MacCHOCTH.
Hean: dopmupoBaHue NMpeACTaBICHUN 0 MOJEIH 0€30MMaCHOCTH.

IIpoBepsiembie komnerenunu (koa): OK 01, OK 02, OK 09, IIK 1.1, TIK 1.4, TIK 1.5, [IK 3.1, T1K
3.2, 11K 3.3, 11K 3.5, 1K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. IIporpammHo-amnmapaTHbie CpeCcTBa 3alIUThl HH(OOpPMAIUH. 3aluTa TPOorpaMMHOTO
oOecrieyeHus : yueOHUK U MPAKTHKYM JJIs cpefiHero npogdeccruonanbsHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mockga : UznarensctBo FOpaiit, 2025. — 312 ¢c. —
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(ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
OopazoBarenbHas miardopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
NuTepakTUBHBbIE (DOPMHUPYIOLIHE TECThI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/80

Tema 7. TexnoJsiorun padoThl ¢ KJIIOYAMH.

Heab: hopmupoBaHue npeacTaBIeHUI O TEXHOJIOTUU PaOOTHI C KITIOYAMHU.

IIpoBepsiemblie komneTennun (koa): OK 01, OK 02, OK 09, TIK 1.1, I1IK 1.4, [IK 1.5, TIK 3.1, [1IK
3.2, [IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMmHo-anmapaTHbie CpeACTBA 3aIUTH HHPOPMAIUH. 3aIIKUTa TPOTPAMMHOTO
obecrieueHus : Y4eOHUK U TPAKTUKYM ISl CpeiHero npodeccnoHanbHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodeccuonanpuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
HNuTepakTuBHbIE (pOPpMUPYIOLIHE TECTHI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/92

Tema 8. AyreHTHuUKALUA HA OCHOBE 3HAHUS.

Heab: hopmupoBanue npeacTaBaeHUil 00 ayTeHTH(PUKAIIUU Ha OCHOBE 3HAHHUS.

IIpoBepsiemblie komneTenuuu (koa): OK 01, OK 02, OK 09, TIK 1.1, 1K 1.4, [IK 1.5, TIK 3.1, IIK
3.2, [IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpammHo-arinapaTHbie CpeCcTBa 3alIUThl HH()OpPMAIUK. 3aluTa TPOrpaMMHOTO
obecrnieueHus : yueOHUK U MPAKTUKYM Ui CpeliHero npodeccuonanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodheccuonanpuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. c. 1 — URL.: https://urait.ru/bcode/567283/p.1
HNuTepakTuBHbIE (pOPMUPYIOLIHE TECTHI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/99

Tema 9. AyreHTH(HKALUS HA OCHOBE 00J1a1aHNS IIPEAMETOM.

Hean: hopmupoBaHue npeacTaBiICHUN 0 ayTeHTU(UKAIIMY HA OCHOBE 00JIaJIaHUs IPEIMETOM.
IIpoBepsiemblie komnerennun (kox): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, [IK 1.5, TIK 3.1, [IK
3.2, 11K 3.3, 11K 3.5, 1K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapumn, O. B. [IporpammHo-anmapaTHbie CpeCTBa 3aIUTH HHPOPMAIUH. 3allUTa TPOrPaMMHOTO
obecrieueHus : y4eOHHUK U TPAKTUKYM JJIsl CpesiHero npodeccuoHanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3aarensctBo HOpaiir, 2025. — 312 c. —
(ITpodeccuonanproe oopazopanne). — ISBN 978-5-534-13221-2. — TekcT : 31EeKTPOHHBIH //
OopazoBarenbHas miatdopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
HNuTepakTuBHBIE (POPMHUPYIONIHE TECTHI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/110

Tema 10. Buomerpuyeckas ayreHTHGUKALUS.
Hean: hopmupoBaHue NpeACTaBICHUN 0 OMOMETPHIECKON ayTeHTH(DUKAITHH.

IIpoBepsiemble komneTenuum (koa): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, [IK 1.5, TIK 3.1, TIK
3.2, 11K 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMHo-anmnapaTHbIe CpeCTBa 3alUTh HH(pOpMaIy. 3aimra IporpaMMHOTO
obecrieueHus : y4eOHUK U TPAKTUKYM JJIsl CpeiHero npodeccnoHanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3aarensctBo HOpaiit, 2025. — 312 c. —
(ITpodeccronansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 2MeKTPOHHBIN //
OopazoBarenbHas miardopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
HNuTepakTuBHBIEC opMHUpYIOLIHE TECTHI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/115

Tema 11. OcHoBBI KpunTOrpadguyeckoi 3amuThl HHGpoOpManum.

Hean: hbopmupoBanue npeacTaBiIeHUN 00 OCHOBaX KPUNTOrPapUISCKOM 3alTUThl HH(POPMAIIUH.
IIpoBepsiemblie komneTennun (koa): OK 01, OK 02, OK 09, TIK 1.1, I1IK 1.4, [1IK 1.5, TIK 3.1, IIK
3.2, 11K 3.3, IIK 3.5, 11K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMHo-anmapaTHbIe CpeICTBa 3alUTh MH(popMaIy. 3aimra IporpaMMHOTO
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obecrieueHus : y4eOHUK U TPAKTUKYM ISl CpetHero npodeccnoHanbHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37E€KTPOHHBIH //
Oo6pasoBarenbHas wiathopma KOpaiit [caiit]. c. 1 — URL: https://urait.ru/bcode/567283/p.1
NuTepakTUBHBbIE (DOPMHUPYIOLIHE TECTHI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/141

Tema 12. CoBpeMeHHbIe KPUNITOTPadUYeCKHE ATTOPUTMBI.

Hesan: popMupoBaHUE MPEICTABICHUI O COBPEMEHHBIX KPUIITOTPAPHUECKUX AITOPUTMAX.
IIpoBepsiemblie komMmneTennuu (koa): OK 01, OK 02, OK 09, TIK 1.1, I1IK 1.4, [IK 1.5, TIK 3.1, [IK
3.2, 11K 3.3, 11K 3.5, 1K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapumn, O. B. [IporpamMmHo-anmapaTHbie CpeACTBA 3aIUTH HHPOPMAIUH. 3aIIUTa TPOTPAMMHOTO
obecrieueHus : y4eOHUK U IPAKTUKYM JUIS CpeiHero npodeccunoHanbHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo KOpaiit, 2025. — 312 c. —
(ITpodeccuonanpuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
Oo6pasoBarenbHas wiathopma KOpaiit [caiiT]. c. 1 — URL: https://urait.ru/bcode/567283/p.1
HNuTepakTuBHBIE (pOPMUPYIOLIHE TECTHI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/158

Tema 13. DuekTponHas nudposasi NOANMUCH.

Heab: hopmupoBaHue npeacTaBIeHU 00 3JIEKTPOHHON HU(POBOK MOIMUCH.

IIpoBepsiemblie komneTenuuu (koa): OK 01, OK 02, OK 09, TIK 1.1, 1K 1.4, [IK 1.5, TIK 3.1, TIK
3.2, [IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpammHo-arinapaTHbie CpeCcTBa 3alIUThl HH()OPMAIUK. 3aluTa TPOrpaMMHOTO
oOecrnieueHus : yueOHUK U MPAKTUKYM Ui CpeliHero npodeccuonanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodheccuonanpuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
Oo6pasoBarenbHas wiathopma FOpaiit [caiit]. c. 1 — URL: https://urait.ru/bcode/567283/p.1
HNurepakTuBHBIE (hopMHUPYIOLIHE TECTDI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/163

Tema 14. Be3onacHocTh ceTeid.
Hean: hopmupoBaHue npeacTaBIeHUN 0 0€30MMaCHOCTH CETeH.

IIpoBepsiemblie komneTennuu (koa): OK 01, OK 02, OK 09, TIK 1.1, 1K 1.4, [TIK 1.5, TIK 3.1, TIK
3.2, 1IK 3.3, 1K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. IIporpammHo-arimapaTHbie CpecTBa 3alIUThl HH()OPMAIUH. 3aluTa TPOrpaMMHOTO
obecrnieueHus : yueOHUK U MPAKTUKYM Ui CpeliHero npodeccuonansHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : UznarensctBo FOpaiit, 2025. — 312 ¢c. —
(ITpodeccuonanpuoe oopazosanue). — ISBN 978-5-534-13221-2. — TekcT : 2NEKTPOHHBIH //
O6pasoBarenbHas wiathopma KOpaiir [caiit]. ¢. 1 — URL.: https://urait.ru/bcode/567283/p.1
HNurepakTuBHBIEC (hopMHUPYIOLIHE TECTHI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/192

Tema 15. Be3onacHocTh MOOMILHOI U 0eCTIPOBOTHOM CBSI3H.

Hean: hbopmupoBaHue npeacTaBiICHUN 0 0€30MaCHOCTH MOOMIIBHON U OECTIPOBOTHOM CBSI3H.
IIpoBepsiemblie komneTennum (koa): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, [IK 1.5, TIK 3.1, TIK
3.2, 11K 3.3, 11K 3.5, TIK 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapumn, O. B. [IporpammHo-anmapaTHbie CpeACTBa 3alIUTH HHPOPMAIUH. 3aIKUTa TPOrPaMMHOTO
obecrieueHus : Y4eOHHUK U TPAKTUKYM ISl CpeiHero npodeccnoHanbHoro oopazosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3aarensctBo HOpaiit, 2025. — 312 c. —
(ITpodeccronansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 2MeKTPOHHBIN //
OopazoBarenbHas miardopma FOpaiir [caiit]. ¢. 1 — URL: https://urait.ru/bcode/567283/p.1
NuTepakTUBHBbIE (POPMHUPYIOLIHE TECThI:
https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/212

Tema 16. IlpaBoBbie 0CHOBBI MHH(OPMAIIMOHHOM 0€30NTACHOCTH.

Hean: hbopMupoBaHue MpeACTaBICHUHN O MPABOBBIX OCHOBAX MH(GOPMAITMOHHONW O€30MaCHOCTH.
IIpoBepsiemblie komneTennun (koa): OK 01, OK 02, OK 09, TIK 1.1, I1IK 1.4, [1IK 1.5, TIK 3.1, IIK
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3.2, 11K 3.3, 1K 3.5, 1K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapun, O. B. [IporpamMHo-anmnapaTHbIe CpeCTBa 3alUTh HH(popMaIy. 3aimra IporpaMMHOTO
obecrieueHus : Y4eOHUK U TPAKTUKYM JUISl CpeiHero npodeccunoHanbHoro oopasosanus / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : M3narensctBo HOpaiir, 2025. — 312 c. —
(ITpodeccuonanpuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 37EKTPOHHBIH //
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Tema 17. Ynpasienune IT-npoexkToM kak 3¢ (peKTUBHBIN c110c00 OPraHu3anuu JAeiicTBHIi 110
MOBBIIIEHUI0 YPOBHA HHPOPMALMOHHON 0€3011aCHOCTH.

Heab: hbopmupoBanue npeacraBieHuit 00 ynpasienuu [T-nmpoekTom.

IIpoBepsiemblie komMnerenuun (kox): OK 01, OK 02, OK 09, TIK 1.1, IIK 1.4, [IK 1.5, IIK 3.1, IIK
3.2, 11K 3.3, 11K 3.5, 11K 3.7, JIP1, JIP 2, JIP 4, JIP 6,JIP 7,JIP9,JIP 13-18

Kazapumn, O. B. [IporpammHo-anmapaTHbie CpeaCTBa 3alIUTh HHPOPMAIMH. 3allUTa IPOrPaMMHOTO
obecrievueHns ;| y9eOHUK U MPAKTUKYM IS CpeiHero npodeccuonansHoro oopaszosanus / O. B.
Kazapumn, A. C. 3a6a0ypun. — Mocksa : U3narensctBo FOpaiit, 2025. — 312 ¢. —
(ITpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-13221-2. — TekcT : 3M€KTPOHHBIN //
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https://urait.ru/viewer/informacionnaya-bezopasnost-567521#page/242

Kpurepun oueHuBanmsi:

*  ouenka «omauunoy -85% - 100% mpaBUILHBIX OTBETOB

* oueHnka «xopouo» - 65% - 84% NpaBUITBHBIX OTBETOB

*  ouyeHnka «yooenemeopumenvno» - 51% - 64% npaBUIHHBIX OTBETOB
* ouyenka «neyoosiemeopumenvroy - 0% -50% npaBUIBHBIX OTBETOB

2.4. TIPUMEPHBII NEPEYEHb BOITIPOCOB K DK3AMEHY.
[enu 3amuTHI.
Cnalble MecTa U yrpo3bl.
Turbl aTak U aTaKyrOLIUX.
WuimenTs MHGOpMaMoHHON 6€30MacHOCTH.
[IpaBuia 6€30MacHOCTH U MHOTOCTOPOHHSS 0€30MacCHOCTb.
Hoseble yrpo3ssl.
BpenonocHoe nmporpaMmMHoOe oOecriedeHue.
[Tepenonuenue 6ydepa.
KommnsrorepHsie BUPYCHI.
10. Yepsm.
11. TposiHckuil KOHB (TPOSH).
12. botser.
13. Cmawm.
14. MoOwibHBIE TPUITOKEHUS.
15. Hogsle BuabI yrpo3: ataku Meltdown u Spectre.
16. Bgenenue B nmpobiaemMy 0€30MaCHOCTH UHTEPHET-TIPOTOKOJIOB.
17. Tlpotokomn IP.
18. IIpotokon TCP.
19. TIpoGnemsl 6e3omacHOCTH IP.
20. MapupyTH3alirOHHbIE aTaKy.
21. TIpoGmemsr 6e3omacHocT ICMP.
22. TlpoGnemsl 6e3omacuHocTr ARP.
23. TlpobGnemsr 6e30omacHocTH IPV6.
24. Tlpo6nemsl 6e3omacHoct UDP u TCP.
25. DNS.
26. NFS.
27. DIeKTpOHHas MmoyYTa.
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File Transfer Protocol.
Be6-npunosxeHus.
JlnHamudeckue BeO-CalThI.
Kyku.
[Tpo6aemsr 6e3omacHocTr HTMLS.
OO6mue npuHIUel co3nanus [T-cucrem.
CTpyKTypHBIA aHAIHU3.
Omnpenenenne NOTPeOHOCTH B 3aLIHTE.
AHanu3 yrpo3. AHajau3 puCKOB.
ApxuTexTypa 6e30MacHOCTH.
bazoBbie pyHKIIMM OE30MTACHOCTH.
XKuznennslit nukia 6e3omacHoi paspadotku (Security Development Lifecycle).
TCSEC — Trusted Computer System Evaluation Criteria.
ITSEC — Information Technology Security Evaluation Criteria.
Common Criteria for Information Technology Security Evaluation.
BBenenue B npobiieMaTuKy.
MatpuyHas MOJIEIb JOCTYTIA.
Mojaenu, OCHOBaHHBIE Ha POJISX.
Mogpens «Kuralickas cTeHa.
Monene bemna — Jlanagysl.
Co3aHue KIIro4en.
TexHUKHU CO3/TaHUS KITFOUEH.
XpaHeHHe U YHUUTOKEHUE KITFOUCH.
O6MeH KiItoYamu.
Uepapxus karouei.
HauBHbIi1 npoTOKOI 0OMEHa KIT0OUaMH.
CHUMMeTpHYHBIE aTOPUTMBI OOMEHA KITF0UaMHU.
AcuMMeTpUYHBIE TPOTOKOJIBI 0OMEHA KITF0UaMH.
[TpuHIMIIBI pa3paOOTKH MPOTOKOJIOB OOMEHA KIFOYaMHU.
BoccranoBnenne Kiro4en.
Coznianue KIroden.
TexHUKH co3/TaHus KITIOUEH.
XpaHEHUE U YHUYTOKEHUE KIIFOUEH.
OO6MeH KiItouamu.
Hepapxus Kinroyei.
HauBHbIi1 npoTOKOI 0OMEHa KITF0OYaMH.
CHUMMeTpHYHBIE aNTOPUTMBI OOMEHA KIII0OUaMHU.
AcHUMMeTpUYHBIE TPOTOKOJIBI 0OMEHA KITF0OUaMH.
[TpuHIMIIBI pa3paOOTKH MPOTOKOJIOB OOMEHA KITFOYaMHU.
BoccraHoBneHue KIro4en.
CmapT-KapThl.
YHuBepcanbHas ayTeHTU(UKALNA 110 IBYM (aKTopaM.
Trusted Computing.
Ou3nYecKu HEKIOHUPYEMble (QYHKIINU.
OOu1me cBefieHNs: 0 OGMOMETPHUUECKUX TEXHOJIOTHSIX.
Oco0eHHoCTH TpoLiecca OMOMETPUYECKON ayTeHTU(DUKAIIIH.
Iudp Le3aps.
[udp nepectaHOBKH.
[udp mepecTaHOBKU «CIIUTAIIAY.
Juck u nuHelka DHes.
Ksanpar [TonmuGusi.
TropemusbIit .
Maruueckue KBaJparhbl.
[Iudp ABe Mapusi.



82. Tab6muma Tputemus.

83. Iu¢p bokona.

84. Iudp ITopTsI.

85. IIudp Kapnano.

86. Iudp Pumense.

87. CuMMeTpu4HOE U aCHMMETPUYHOE IIH(PPOBAHHUE.

88. bezomacHoCcTh METOI0B MM POBAHUSI.

89. bnounsie mudpsl.

90. Pexumpl mudpoBaHus.

91. Tlotounbie mHdpHI

92. IlonsATue U CBOKCTBA MICATLHOTO HIU(pa.

93. Acummerpuunsie mudpsl. RSA-anroputm.

94. IlIudp Pabuna.

95. O6wmen kmouyamu npdu — Xennmana.

96. Auroputm Dnb-I"amarns.

97. OOGmue cBeneHust 00 EKTPOHHOH U(PPOBOI MOATTUCH.
98. Opnnopazosas noanuck Jlemnopra — duddu.

99. Moamuce RSA. [Moamuce Dnb-I'amanns.

100. TexHonorus MexceTeBOro skpana (OpannmMayaspa, ¢aiipponia).
101. IlaketHbie GUIBTPHIL.

102. IIpokcu MeXCETeBbIC SKPAHBHI.

103. DunbTphI NPUITOKESHUH.

104. BapuaHTBl apXUTEKTYPBI, HCIIOJIB3YIOIICH MEKCETEBBIC SKPAHBI.
105. IIporokoisl 6€30MaCHON KOMMYHUKALIMH.

106. BupryanbHas 4acTHas CETh.

107. IPSec.

108. TIporoxox TLS/SSL.
109. DNSSEC.

110. DnekTpoHHas moura.
111. PGP.

112. GSM.

113. GPRS.

114. UMTS.

115. LTE u SAE.

116. 5G u Gyayuiee cOTOBOH CBSI3H.

117. WLAN.

118. Bluetooth. ZigBee.

119. BBexaeHue B MpoOIEMATHKY.

120. Koncrutynus P®. denepanbhblii 3ak0H «O nepcoHaTbHBIX JaHHBIX).

121. denepanbHsrii 3akoH «O0 nHGOpMaKK, HHOOPMAITMOHHBIX TEXHOJIOTUSIX U O 3aIINATE
uHpOpMAIUN».

122. denepanbHbiii 3ak0H «O0 AIIEKTPOHHOHN TTOATHCH.

123. ®epepanbublit 3ak0H «O 0€30MACHOCTH KPUTUYECKON MH(POPMATMOHHON HHDPACTPYKTYPHI
PD».

124. Vxa3sl [Ipesunenta Poccuiickoit @eneparun. [Tocranosnenus [IpaBurtensctBa PO.

125. Tlpukaszer ®Ch u ®CTOIK. [Ipukazer MurIAGpHI.

126. BBezneHue B npoOJIeMaTHKY.

127. TloHsTHE MPOEKTA.

128. Bwuab! u (hazbl IPOEKTOB.

129. Vmnpapnenue mpoeKkTamMu Kak CrieuPprUIecKuil BUI MEHEHDKMEHTA.

130. Tumnuunble TPoOIEMBI pean3aluy MPOEKTOB.

131. TIpoekT oT ompenenacHus 10 3aBEPIICHHUS.



Kpurepum ouenku:

- oyenka «omauyHo»-OO0ydaIONMIICS B TIONHOW Mepe BIAJEET TEOPETHUYECKUMH OCHOBAaMU
JUCIUIUIMHBI M Hay4YHOM TEpMUHOJIOTHMEH, TpaMOTHO H3JIaraeT Marepual U  CIocoOeH
HWJUIIOCTPpUPOBATL OTBCT INpHUMEpaMH, (baKTaMI/I, JaHHBIMHU HAay4YHBIX I/ICCJICI[OBaHI/If/'I, IPpUMCHATH
TEOPETUUECKHE 3HAHUS JUIsl pEHICHUS MPAKTUYECKUX 3a/1a4.

- oueHka «xopoutoy - OO0yJaroUINiics BIaJeeT TEOPETHIECKUMHU OCHOBAMH JMCLIUIUIMHBL M HAYYHON
TEPMHUHOJIOTHEH, TPaMOTHO M3JIaraeT Marepuall U CIOCOOEH WIUTIOCTPUPOBATH OTBET MPUMEPAMH,
q)aKTaMI/I, AaHHBIMU HAY4YHBIX I/ICCJIeI[OBaHI/If/'I, MNPUMCHATH TCOPCTHUYCCKUC 3HAHUA I PCIICHUSA
MPAKTUYECKHX 3a7a4, HO JJOMYCKAeT OT/eNIbHbIC HECYIIECTBEHHBIE OIIUOKH.

- oueHKa «yoosnemeopumensnoy - OOyUarOIUIACs BIaJeeT YaCTUYHO TEOPETUYECKIMH OCHOBAMHU
TUCIUIUIMHBI U Hay4YHOH TEpPMHMHOJIOTHEH, (QparMeHTapHO CHOCOOEH WILIIOCTPUPOBATh OTBET
IpUMepaMu, TOIYCKAET HECKOJIBKO CYILIECTBEHHBIX OLIMOOK B OTBETE.

- ouenka «Heyooeremeopumenvnoy - OOydaromuiics He BJaJeeT TEOPETUYECKHUMH OCHOBaMU
JUCHUTUTMHBL 1 HAYYHOW TEPMUHOJIOTHEH, IEMOHCTPUPYET OTPHIBOYHBIEC 3HAHUS, HE CIIOCOOCH
WUTIOCTPUPOBATH OTBET IPUMEPaMHU, JOIMYCKaeT MHOKECTBEHHbBIE CYIIIECTBEHHBIE OIIMOKU B OTBETE.



